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MORGAN STANLEY ONLINE SERVICES AGREEMENT 
This document contains terms for Morgan Stanley Online, the Morgan Stanley Mobile App, and the 
following services: eAuthorizations, Online Transfers, and Online Payments. Please read the entire 
document carefully. 
 

The Morgan Stanley Online Services Agreement (“Agreement”) applies to users of Morgan Stanley 
Online (“MS Online”) and the Morgan Stanley Mobile App (“MS App”). MS Online and the MS App 
are, collectively, the “Service Platform.”  

This Agreement covers, among other things: 
• Our obligations to you. 
• Your obligations as a user of the Service Platform.  
• Your consent to receiving Electronic Communications from us. 
• Limitations on our liability to you. 
• Terms governing your use of eAuthorizations, Online Transfers, and Online Payments after you 

enroll into such services. 
 

By accepting this Agreement, you confirm you have received, reviewed, and understood the terms 
of this Agreement, and that you sign and agree to such terms.  If you do not agree to all of the 
terms, you must exit the Service Platform screen and close your browser.  After accepting, you can 
find this document by logging into your account(s) on the Service Platform.   
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I. ELECTRONIC SERVICES AGREEMENT 
1. Electronic Services Agreement. The Electronic Services Agreement contains the general terms 
and conditions applicable to all users of the Service Platform and under which Morgan Stanley Smith 
Barney LLC, Morgan Stanley & Co. LLC and, as applicable, our affiliate(s), and any agent, independent 
contractor, designee or assignee that we, in our sole discretion, involve in the provision of the Service 
Platform (collectively, “we”, “us”, “our” or “Morgan Stanley”), agree to provide you with access to the 
Service Platform and the digital and electronic services, functionalities, and information available via the 
Service Platform (collectively, the “Services”). 

As used herein, the term “you” and “your” shall mean (1) an owner of an account with Morgan Stanley or 
a party-in-interest to such account (including, but not limited to, a grantor, beneficiary or co-trustee of a 
trust account) (a “Customer”), (2) an individual authorized by an account owner or a party-in-interest to 
view account information and/or effect transactions in an account (an “Authorized User”), or (3) an 
individual with valid and authenticated credentials to the Service Platform in connection with services we 
have agreed to provide under the terms of an agreement with the individual’s current or former employer 
(a “Participant”).  

2. Eligibility and Dispute Resolution.  

A.   The Service Platform is operated by Morgan Stanley Smith Barney LLC.  Unless otherwise 
provided for herein, to qualify for use of the Services, you must be (i) a Customer, (ii) an Authorized User, 
or (iii) a Participant. If you are a Customer or an Authorized Representative, the Customer must have 
executed at least one client agreement with Morgan Stanley, among other documents, to receive Morgan 
Stanley products and services (collectively, the “Account Agreement”).  References to ClientServ, 
MSSB Online, MS Online, MSSB.com, MSOnline, and morganstanley.com/online within the Account 
Agreement or any Supplemental Agreements (as such term is defined below) shall mean the Service 
Platform. You may be asked to execute supplementary agreements, in paper or electronic form, before 
you are permitted to access or use certain features or functionalities of the Service Platform (each, a 
“Supplemental Agreement”). In the case of Supplemental Agreements presented to you electronically, 
you authorize us to rely upon “clicks” in designated locations that are attributable to your Credentials as 
your consent to the terms of such Supplemental Agreements.  

B. Notwithstanding the above, we reserve the right to determine in our sole discretion your eligibility 
for any Service or the Service Platform. This includes certain Services or functionalities of the Service 
Platform being restricted or unavailable to you depending on the Morgan Stanley account(s) you have (or 
are authorized under). Furthermore, if you are a Participant, certain Services or functionalities of the 
Service Platform may be restricted or unavailable depending on the terms of an agreement between us 
and your current or former employer.  We may also require you to take additional actions, such as an 
enrollment step, before you have access to a Service.  Additionally, neither the Service Platform nor 
some or all of the Services may be available in all jurisdictions, and the Services are not intended to be 
provided to and may not be used by any party in any jurisdiction where the provision or use thereof would 
be contrary to applicable law, rules or regulations (“Applicable Law”).  Please also review Section 19 
(Non-U.S. Residents) carefully.  

C.  The dispute resolution provisions of the Account Agreement (or, if applicable, a Supplemental 
Agreement) shall apply to the resolution of any disputes that may arise under this Agreement or 
with respect to the Services provided under this Agreement.    

3. Your Consent to Electronic Communications. 

A. In addition to eDelivery as described in your Account Agreement or any separate eDelivery terms, 
by accessing and/or using the Service Platform, you agree to receive electronically certain information, 
disclosures, disclaimers and notices (including any privacy notices under the Gramm-Leach-Bliley Act) 
applicable to the Services and/or the accounts you access via the Services (collectively, “Electronic 
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Communications”). You agree that this consent applies to each account that you access via the 
Services from time to time. All Electronic Communications from us to you will be considered “in writing.” 
You should print or download a copy of this Agreement, your Account Agreement, any Supplemental 
Agreement, and any other Electronic Communication that is important to you. 

B. In order to access certain personalized Electronic Communications, you must log into the Service 
Platform. Other Electronic Communications may be accessible on the public portion of our website. To 
access and retain Electronic Communications, and to otherwise access the Services, you must have a 
computer or mobile device that can connect to the internet and an internet connection. Access fees by 
internet service providers may apply to your receipt of Electronic Communications or the Services. You 
must also have a current version of a web browser that we support, a current version of software capable 
of reading PDF files, and you must have sufficient storage capacity if you wish to save records in 
electronic format or a printer if you wish to print records to paper. By "current version," we mean a version 
of the software that is currently being supported by its publisher. You are responsible for obtaining, 
installing, maintaining and operating all such hardware, software, and equipment necessary for you to 
access and use the Services. 

C. Email, alerts, and other messaging features may be provided to you as part of the Services, as a 
convenience to enhance your communications with us. Unless otherwise agreed to by us, you shall not 
use these features (i) to request, authorize, or effect any transaction; (ii) to send funds transfer 
instructions or account information; or (iii) for any other Electronic Communication that requires non-
electronic written authorization. We shall not be responsible for any loss or damage that may result if any 
request for those purposes is not accepted or processed. You agree that you shall use these features in 
compliance with Applicable Law, and you shall not use them to transmit inappropriate information, 
including information that may be deemed obscene, libelous, harassing, fraudulent or slanderous. 

D. You consent to receiving autodialed and prerecorded calls and text messages of Electronic 
Communications from us, or those acting on our behalf, at the telephone number(s) that you have 
provided to us or which is associated with the device on which you have installed the MS App. We may 
place such calls or deliver such messages to provide service messages and alert notifications. Standard 
message and data rates may apply. Where we are required to obtain your consent for such calls or 
messages, you may choose to revoke your consent by changing your settings on the Service Platform. 
By revoking your consent, you acknowledge that any alert settings or products using such calls or 
messages may be affected or cancelled. 

E. By providing this consent to electronic receipt of communications, you represent that you have 
the capability to receive and view, and print or download, Electronic Communications in accordance with 
these requirements. Contact us immediately if you have any difficulty accessing your Electronic 
Communications or if you have any questions about your electronic receipt instructions. 

F. You can download or print a copy of any Electronic Communication for your records. We will 
maintain an electronically accessible archive of Electronic Communications that we are obligated to 
provide in writing by law on our client website for seven (7) years after document publication. If you wish 
to retain documents for a longer period of time, you are responsible for archiving beyond seven (7) years. 

G. You can withdraw your consent to electronic receipt of Electronic by contacting the service center 
information available on your settings page or, if applicable, please contact your Financial Adviser. 
Withdrawing your consent will not affect the validity of any Electronic Communication or any transaction 
already completed or in process at that time. If you withdraw your consent to electronic receipt of 
Electronic Communications, you may no longer use the Services and we may immediately 
terminate your use of the Service Platform. 

H.  You also acknowledge that, unless otherwise indicated, the information available on or through 
the Service Platform is not intended to be a substitute for official account documentation, such as account 
statements, that you receive from us. Such equivalent information available via the Service Platform is for 
illustrative and general reference purposes only and is approximate, subject to adjustment and updating, 
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and there may be clerical, computational, or other inaccuracies, errors, or omissions. To the extent there 
are any discrepancies between your official account documentation and this information, you should rely 
on the official account documentation. You also understand that Section 3 (Your Consent to Electronic 
Communications) above does not enroll you into our eDelivery program, which requires review and 
acceptance of separate eDelivery terms. 

4. Responsibility for Use of Credentials. You are responsible for maintaining the confidentiality of 
any user identifications, passwords, authentication codes or other security devices or procedures 
(collectively, “Credentials”) issued to you or that you select for purposes of accessing the Services via 
the Service Platform. If you disclose your Credentials to any other persons, you assume all risks and 
losses associated with such disclosure. You agree not to alter, delete, disable or otherwise circumvent 
any authentication feature or permit or assist any other party to do so in a manner not authorized by us. 
We reserve the right to suspend access to the Service Platform or any Service by you or your 
Credentials, and change (or require you to change) your Credentials at any time. You shall maintain 
adequate internal procedures and controls over your use of the Services, and you should notify us 
immediately upon learning or suspecting that any unauthorized party has obtained your Credentials.  
Unless otherwise required by Applicable Law, you are responsible for all transmissions, instructions, 
information, processes, click stream data, actions, or other communications attributable to your 
Credentials, whether entered by you, your authorized personnel or by any other person if we determine 
that such person obtained access by your actions (or lack thereof), and any agreement or consent 
communicated from such access shall be deemed to be a duly signed writing of yours sufficient to bind 
you.  For more information on Morgan Stanley and cybersecurity, visit:  
https://www.morganstanley.com/what-we-do/wealth-management/online-security/online-security-
resources. 
 
5. Conflicts Between Agreements. This Agreement is in addition to, and supplements, the 
Account Agreement. Any Supplemental Agreements are in addition to this Agreement and any Account 
Agreement and are not intended to supersede or modify any such Account Agreement.  Solely in 
connection with your use of the Services, in the event of any conflict between the terms of this 
Agreement, any Supplemental Agreement or any Account Agreement, the following order of precedence 
will be observed with respect to a particular Service: the applicable Supplemental Agreement, this 
Agreement, and the applicable Account Agreement.  Please note that the original version of this 
Agreement is in the English language. Any discrepancy or conflicts between the English version and any 
other language version will be resolved with reference to and by interpreting the English version. 

6. Changes to this Agreement. We may add, delete or otherwise modify any portion of this 
Agreement (including any Supplemental Agreement and any Electronic Communications) at any time, 
including, without limitation, imposing charges for use of any Service.  In most cases, we will provide 
notice to you of any material changes, and your continued use of the Service Platform after such notice 
shall represent your acceptance of such modified or additional terms.  In certain circumstances, 
Applicable Law and other circumstances beyond our control may require that we make modifications to 
this Agreement without providing you notice or which take effect immediately. Please access and review 
this Agreement regularly. If you find this Agreement unacceptable to you at any time, please 
discontinue your use of the Service Platform and, if applicable, delete the MS App from your 
device.  

7. Changes to the Services and Functionality. We may, from time to time, introduce new features 
to the Services or to the Service Platform, or modify or delete existing features at our sole discretion. We 
will notify you of any of these changes to features if we are legally required to do so. By using any new or 
modified features when they become available, you agree to be bound by the terms and conditions 
concerning these features. We and any licensors we use to provide the Service Platform or the Services 
reserve the right to change, supplement, suspend, limit, remove, disable or permanently discontinue your 
access to or use of the Service Platform and any Services at any time without notice or liability, including 
without limitation for security or operational reasons. 

8.   Usage and Proprietary Rights. We grant you, for the term of this Agreement, a personal, limited, 
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non-exclusive, revocable, non-transferable, limited and non-sublicensable right to access and use the 
Services via the Service Platform, subject to the terms hereof and the following: 

A. You have no ownership rights in the Service Platform or the Services, which are owned by us or 
our licensors, and are protected under copyright, trademark and other intellectual property laws and other 
Applicable Law. 

B. You receive no copyright or any other intellectual property right in or to the Services or the 
Service Platform, except to the extent granted above.  

C. You may use the Service Platform and Services only for personal, family or household purposes, 
or internal business purposes, depending on the nature of your account with us. If you are authorized by 
a customer of Morgan Stanley to access the Service Platform and Services on such customer’s behalf, 
you may use them only for the personal, family or household purposes, or the internal business purposes, 
of such customer.  

D. You understand that, except as we otherwise agree in writing, you are solely responsible for all 
costs and fees associated with your use of the Services, including acquiring, installing, maintaining and 
supporting any hardware and/or software necessary to access and use the Services, and all internet and 
Wi-Fi access charges you may incur to access and use the Services. You agree that the requirements for 
such operating environment may change without prior notice. 

E. You agree that we may provide certain portions of the Service Platform or Services under license 
from third parties, and you agree to comply with any additional restrictions on your usage that we may 
communicate to you from time to time, or that are otherwise the subject of an agreement between you 
and such licensors (see also Section 9 below). 

F. You understand that we retain exclusive control over the Service Platform and Services, and 
reserve the right, at any time and in our sole discretion, without prior notice to you, to (i) change, suspend 
or discontinue all or a portion of the Service Platform or Services; or (ii) impose limits on, restrict or 
terminate your access to all or a portion of the Service Platform or Services. 

G. You agree that any information relating to the content or operation of the Service Platform and 
Services is confidential and proprietary to us, and that you will refrain from disclosing such information to 
any third party. 

H.  You agree not to attempt to log onto the Service Platform from any country under sanctions by 
the Office of Foreign Assets Control (OFAC). Information regarding which countries are under sanctions 
may be obtained on the U.S. Department of the Treasury website. Any attempt to log onto the Service 
Platform from one of these countries may result in your access being restricted and/or terminated.  

I. You may not, and will not allow or cause any third party to: (i) decompile, reverse engineer, 
disassemble, attempt to derive the source code of, or modify any portion of the Services or the Service 
Platform, or use the Services or the Service Platform to develop similar functionality; (ii) copy any portion 
of the Services or the Service Platform, except as expressly permitted by this Agreement; (iii) sublicense, 
distribute, export or resell any portion of the Services or otherwise transfer any rights; (iv) remove any 
proprietary or other intellectual property rights notices or labels on the Services or the Service Platform; 
(v) introduce any code, malicious or hidden mechanisms that would impair the operation of the Services 
or of our computers or other devices or software, or that would permit unauthorized persons to access the 
Services; (vi) use the Services to gain unauthorized access to any computer system, or (vii) otherwise 
exercise any other right to the Services or the Service Platform not expressly granted in this Agreement. 

9. Market Data.  

A.   As part of the Services, we display certain market data and other information relating to securities 
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or other financial instruments, products, vehicles or devices or information relating to persons regulated 
by, activities related to or gathered by an exchange and its affiliates (including but not limited to NASDAQ, 
Inc.) (each an “Exchange”)  (“Market Data”).  You acknowledge that Market Data is for informational 
purposes only and is not investment advice and any reference to a particular security or investment is in 
no way intended to be an offer or solicitation to purchase, sell or hold any security or investment or make 
any other investment decision. 

B.   You may receive such Market Data on a real-time or delayed (by at least 15 minutes or longer) 
basis.  The receipt of certain real-time Market Data may be contingent on you entering into an 
Exchange’s Market Data subscriber agreement.  We reserve the right to request execution by you of an 
Exchange’s Market Data subscriber agreement at any time.  Additionally, you understand that, 
notwithstanding the terms of this Section, if you enter into an Exchange’s Market Data subscriber 
agreement, the terms of such agreement shall govern your obligations with respect to such Exchange’s 
Market Data. 

C.   You understand and acknowledge the following: 
 
(i) Each Exchange has a proprietary interest in its Market Data, and at any time, an Exchange may 
discontinue disseminating any category of Market Data or change or eliminate a transmission method and 
may change transmission speeds or other signal characteristics and such action shall not be deemed an 
improper denial or limitation of access by the Exchange. 
 
(ii) Market Data is licensed only for your personal use and any sale, lease, redistribution or otherwise 
permitting or providing access to the Market Data to any other person, entity, or business or to any other 
office or place is prohibited. You will not engage in the operation of any illegal business, use or permit 
anyone else to use the Market Data, or any part thereof, for any illegal purpose or violate any rule, law, or 
regulation applicable to an Exchange. 
 
(iii) The Market Data is provided to you “as-is.”  Neither Morgan Stanley nor an Exchange guarantees 
the timeliness, sequence, accuracy or completeness of any of the Market Data supplied to You and shall 
not be liable in any way, to you or to any other person, for any loss, damages, cost or expense which may 
arise from any delays, inaccuracies, errors in or omissions of any of the Market Data or in the 
transmission or delivery thereof, whether or not due to any negligent act or omission or cause beyond 
reasonable control of Morgan Stanley or an Exchange.  In no event shall Morgan Stanley or an Exchange 
be liable for any special, indirect, punitive or consequential damages, costs, legal fees, or losses, 
including but not limited to lost profits, trading losses, or lost income, resulting from your use of the Market 
Data.   

10.  Risks of Online and Mobile Technology.  

A. You acknowledge that there are security, reliability, data corruption, transmission error, accessibility, 
availability and related risks associated with use of the mobile and online technology to access MS Online 
and the Services, to utilize the MS App, and to receive and transmit confidential information. Delivery 
through the internet is not private or secure, and the Electronic Communications sent to you through the 
Service Platform are not encrypted. You assume all such risks and agree that, to the maximum extent 
permitted by Applicable Law, we are not responsible for any unauthorized access, systems outages, 
delays, disruptions in telecommunications services and the internet, errors, data loss, data corruption, 
inability to use any portion of the Service Platform, or other problems that may arise in connection with 
your use of the Service Platform. We make no representation or warranty that you will be able to access 
your account or the Services when you want. 

B.   The Service Platform may contain links to third party websites.  We are not responsible for, nor do we 
control, the content, products or services provided by such third party sites.  Further, we do not guarantee 
the products, information or suggestions provided by such third party sites and are not liable for any 
failure of services or products provided via such sites.  In addition, you acknowledge that each third party 
site may provide less security than the Service Platform, have a different privacy policy, and there may be 
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other risks associated with leaving the Service Platform and going to such site.   

11. Representations and Warranties. You represent and warrant, each time you access or use the 
Services, that: 

A. You have the power and authority (including on behalf of any party for whom you are using the 
Services) to enter into and perform obligations under this Agreement, each applicable Supplemental 
Agreement, and Account Agreement, and this Agreement and each applicable Supplemental Agreement, 
and Account Agreement are your legal, valid, binding and enforceable obligation; 

B. You shall only use the Services in accordance with this Agreement, any applicable Account 
Agreement, Supplemental Agreement, and Applicable Law; and 

C. If you are accessing the Services on behalf of another party, you assume all fiduciary, regulatory 
and other requirements and duties that may apply to your relationship to such party. 

12. DISCLAIMER OF WARRANTIES. EXCEPT AS OTHERWISE EXPRESSLY PROVIDED 
HEREIN, THE SERVICES, MS ONLINE AND THE MS APP ARE PROVIDED BY US ON AN “AS IS”, 
“WHERE IS” AND “WHERE AVAILABLE” BASIS, AND WE MAKE NO REPRESENTATION OR 
WARRANTY WHATSOEVER, INCLUDING WARRANTIES (A) WITH RESPECT TO THE ACCURACY, 
COMPLETENESS OR TIMELINESS OF THE SERVICES OR THE SERVICE PLATFORM; OR (B) THAT 
THE SERVICES OR THE SERVICE PLATFORM SHALL BE UNINTERRUPTED, TIMELY, SECURE OR 
ERROR FREE. FURTHER, TO THE FULLEST EXTENT PERMITTED BY LAW, WE DISCLAIM ANY 
EXPRESS OR IMPLIED WARRANTIES, INCLUDING ANY IMPLIED WARRANTIES OF TITLE, 
NONINFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE RELATING 
TO THE SERVICES OR THE SERVICE PLATFORM, AND ALL INFORMATION, PRODUCTS, 
SERVICES AND OTHER CONTENT (INLCUDING THIRD PARTY INFORMATION, PRODUCTS, 
SERVICES AND CONTENT) INCLUDED IN OR ACCESSIBLE FROM THE SERVICE PLATFORM OR 
THE SERVICES. ANY HYPERLINK TO ANOTHER SITE IS NOT AND DOES NOT IMPLY AN 
ENDORSEMENT, INVESTIGATION, VERIFICATION OR MONITORING BY US OF ANY INFORMATION 
ON THAT SITE. YOU ACKOWLEDGE THAT THE SERVICES AND THE SERVICE PLATFORM ARE 
SUBJECT TO CHANGE AT ANY TIME WITHOUT NOTICE TO YOU.   

13. LIMITATION OF LIABILITY. EXCEPT AS SPECIFICALLY SET FORTH HEREIN OR WHERE 
THE LAW REQUIRES A DIFFERENT STANDARD, IN NO EVENT SHALL MORGAN STANLEY OR ITS 
AFFILIATES, SUBSIDIARIES, OR CONTROLLING ENTITIES OR THEIR THIRD PARTY VENDORS, 
CONTRACTORS, TECHNOLOGY OR CONTENT PROVIDERS, OR THEIR RESPECTIVE OFFICERS, 
DIRECTORS, OWNERS, AGENTS, AND EMPLOYEES (COLLECTIVELY, THE “MORGAN STANLEY 
PARTIES”) HAVE ANY LIABILITY TO YOU OR ANY OTHER PERSON FOR ANY LOSSES, INJURIES, 
COSTS, LIABILITIES OR DAMAGES OF ANY KIND, WHETHER DIRECT, INDIRECT, 
CONSEQUENTIAL, SPECIAL, INCIDENTAL, EXEMPLARY, OR PUNITIVE, INCLUDING LOST 
PROFITS (TOGETHER, “COSTS”), ARISING OUT OF, OR IN CONNECTION WITH, THIS 
AGREEMENT OR THE PERFORMANCE OR BREACH OF THIS AGREEMENT, OR YOUR OR ANY 
OTHER PERSON’S ACCESS TO OR USE OF, OR INABILITY TO ACCESS OR USE,  THE SERVICE 
PLATFORM OR THE SERVICES, YOUR GRANTING US SCREEN SHARING OR REMOTE CONTROL 
ACCESS TO YOUR COMPUTER SYSTEMS OR DEVICES FOR TECHNOLOGY SUPPORT, FAILURE 
OF ELECTRONIC OR MECHANICAL EQUIPMENT, PROBLEMS, DELAYS OR FAILURES OF THE 
INTERNET OR COMMUNICATION LINES, OR INTERNET SERVICE PROVIDERS, DATA 
TRANSMISSION FACILITIES OR COMMUNICATIONS NETWORKS OR FACILITIES. THESE 
LIMITATIONS SHALL APPLY REGARDLESS OF THE FORM OF ACTION, WHETHER BASED ON 
STATUTE OR ARISING IN CONTRACT, INDEMNITY (OTHER THAN AS PROVIDED FOR IN 
SECTIONS 14 (YOUR INDEMNIFICATION REQUIREMENTS) AND 15 (INDEMNIFICATION FOR 
INFRINGEMENT) BELOW), WARRANTY, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE), 
AND REGARDLESS OF WHETHER ANY MORGAN STANLEY PARTY KNOWS OR HAS REASON TO 
KNOW OF THE POSSIBILITY OF SUCH DAMAGES. YOU AGREE THAT WE ARE NOT LIABLE FOR 
LOSS CAUSED DIRECTLY OR INDIRECTLY BY GOVERNMENT RESTRICTIONS, EXCHANGE OR 
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MARKET RULINGS, SUSPENSION OF TRADING, INTERRUPTIONS OF COMMUNICATIONS OR 
DATA PROCESSING, WAR, TERRORIST ACTS, STRIKES, ACTS OF GOD OR OTHER CONDITIONS 
BEYOND MORGAN STANLEY’S CONTROL.  

NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT AND WITHOUT LIMITING 
THE FOREGOING, THE MAXIMUM AGGREGATE LIABILITY OF THE MORGAN STANLEY PARTIES 
UNDER THIS AGREEMENT AND WITH RESPECT TO THE SERVICES AND THE SERVICE 
PLATFORM SHALL NOT EXCEED THE AMOUNT EARNED (INCLUDING ANY MARK-UP), IF ANY, BY 
US FROM YOU IN CONNECTION WITH THE SPECIFIC EVENT GIVING RISE TO YOUR LOSS OR 
DAMAGES, UNLESS CAUSED DIRECTLY BY THE MORGAN STANLEY PARTIES’ GROSS 
NEGLIGENCE OR WILLFUL MISCONDUCT.  

THIS LIMITATION OF LIABILITY IS IN ADDITION TO ANY OTHER LIMITATION PROVIDED IN ANY 
APPLICABLE SUPPLEMENTAL AGREEMENT OR ACCOUNT AGREEMENT.  . 

14. Your Indemnification Obligations. You acknowledge and agree that you are personally 
responsible for your conduct while using the Service Platform and the Services, and you agree to 
indemnify, defend and hold harmless the Morgan Stanley Parties from and against any and all losses, 
liabilities, judgments, arbitration awards, settlements, expenses, damages, and costs, including attorneys’ 
fees and disbursements, as incurred by any of them arising in any manner out of or relating to your use 
of, or inability to use, the Service Platform or Services or any breach or alleged breach by you of this 
Agreement. You shall cooperate with us as fully as reasonably required in the defense of any third party 
claim subject to these indemnity provisions. We reserve the right to assume the exclusive defense and 
control of any matter otherwise subject to indemnification by you. You shall not in any event settle such a 
matter without our prior written consent. This indemnity is in addition to any other indemnity provided in 
any applicable Account Agreement or Supplemental Agreement.  This provision shall survive the 
termination of this Agreement. 

15. Indemnification for Infringement. We agree to defend or, in our sole discretion, settle, at our 
expense, any third party claim or action brought against you to the extent such claim or action is based on 
a claim that the Services (to the extent provided by us and not a third party) infringe upon any patents, 
trademarks, or copyrights, or misappropriate any trade secrets, of such third party. In addition, we shall 
indemnify and hold you harmless from and against any and all damages, costs and expenses (including 
reasonable attorneys’ fees) resulting from such claim or action that are awarded against you in a final 
judgment (excluding indirect, consequential and punitive damages) or paid in the form of a settlement. 
Notwithstanding the foregoing, we shall have no such obligations to defend, settle or indemnify any such 
claim or action unless: 

A. You notify us promptly of such claim or action in writing; 

B. We have exclusive control of the defense and/or settlement of such claim or action; and 

C. You reasonably cooperate with us, at our expense, in the defense of such claim or action. 

We shall have no liability or obligation to you with respect to such claim or action where such claim or 
action arises from or is related to: 

W. Your modification of the Services (or any portion thereof) in any manner; 

X. Your use of the Services other than as set forth in this Agreement or any applicable Account 
Agreement; 

Y.  Your breach or violation of any obligation of you as set forth in this Agreement (including but not 
limited to Section 9 (Market Data); or 
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Z. Your gross negligence or willful misconduct.  

16. Injunctive Relief. You acknowledge that any breach or threatened breach by you of any 
provision of this Agreement may cause us (and Licensor under the License Agreement (Exhibit A to this 
Agreement)) irreparable injury and damage and, therefore, that any such breach or threatened breach 
may be enjoined through injunctive proceedings in addition to any other rights and remedies that may be 
available to us (or Licensor under the License Agreement) at law or in equity. 

17. Privacy. 

You authorize Morgan Stanley and any third party to whom Morgan Stanley may delegate responsibilities, 
subject to adequate confidentiality and safeguard obligations, to use, disclose, and otherwise process 
(anywhere in the world where Morgan Stanley does business) your personal information for the purposes 
of: improving website content, performance, security, maintaining our relationship, suggesting other 
Morgan Stanley products and services that may be of interest to you, or as may be required by Applicable 
Law. Personal information includes, without limitation, information collected through use of the Service 
Platform and any of the Services, in other communications with Morgan Stanley, including telephone calls 
and emails, information about your use of our websites, services, security features, and “cookie” 
information. We may use cookie information or other device identifying technology to recognize your 
computer and Credentials when you return to our websites.   

To find out more information about how Morgan Stanley uses cookies and how to reject cookies see our 
Global Cookies Policy. 

To find out more information about how Morgan Stanley processes personal data in the United States, 
see the U.S. Privacy Policy, and in EMEA & Asia see the EMEA & Asia Privacy Policy.   

Our privacy policies and notices may be found at on our Privacy Pledge site, located at: 
https://www.morganstanley.com/privacy-pledge. 

18.  General Provisions. 

A.  Third Party Beneficiaries. To the extent the Services contain data or information provided by 
third parties or otherwise contributed to by third parties, such third parties shall be considered third party 
beneficiaries of this Agreement for purposes of Sections 9 (Market Data), 11 (Representations and 
Warranties), 12 (Disclaimer of Warranties), 13 (Limitation of Liability), and 15 (Indemnification for 
Infringement).  If you are a user who is a Participant in our stock plan servicing business, you understand 
that, in the event we are presented with a general or limited power of attorney by a third-party that gives 
the attorney-in-fact power to act with respect to any of your stock plan account(s) on the Service Platform, 
we may accord the attorney-in-fact the same rights and privileges that would be accorded to you if we 
reasonably believe that the power of attorney is legally sufficient.  We reserve the right to request 
additional information from you or the attorney-in-fact to evaluate its effectiveness. 

B.  Notice. Any notices or other communications required or permitted to be given or delivered under 
this Agreement by us to you shall be provided in accordance with Section 3 (Your Consent to Electronic 
Communications) and, if applicable, under the terms of any eDelivery consent. We may also provide, as 
necessary, notices or communications by email, by fax, or in writing to the address provided by you, 
which you are solely responsible for updating. Any notices or other communications under this Agreement 
from you to us shall be provided in writing to us. Notices transmitted electronically (email or fax or phone) 
shall be effective upon transmission, provided that such notice is properly addressed; all other notices 
shall be effective upon receipt. 

C.  Assignment; Waiver. You may not assign, sublicense, subcontract, or otherwise transfer your 
rights, duties, and obligations under this Agreement, or any portion thereof, to a third party without our 
express written consent. Any instrument whereby you purport to make an assignment or other transfer in 

http://www.morganstanley.com/privacy_europe.html
http://www.morganstanley.com/privacy_europe.html
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violation of this provision shall be null and void. Any forbearance or delay on the part of either party 
hereto in enforcing any provision of this Agreement or any of its or their rights hereunder shall not be 
construed as a waiver of such provision or of a right to enforce same for such occurrence or any future 
occurrence.   

D. Termination. We may terminate this Agreement, or terminate or suspend your access to any 
Service, for any reason, effective immediately, without prior notice. Any termination of this Agreement in 
its entirety shall result in termination of your access to the Service Platform. However, the termination of 
this Agreement will not end your obligations or rights under this Agreement before the termination.  All 
applicable provisions of this Agreement will survive termination by either you or us, including provisions 
related to intellectual property, warranty disclaimers, limitation of liability, and indemnification. 

E.  Entire Agreement; Severability.  This Agreement, together with any and all applicable 
Supplemental Agreements, Account Agreements, and Electronic Communications constitutes the entire 
agreement between you and us with respect to the Service Platform.  If for any reason a court of 
competent jurisdiction finds any provision of this Agreement, or portion thereof, to be unenforceable, that 
provision shall be enforced to the maximum extent permissible so as to affect the intent of this 
Agreement, and the remainder of this Agreement shall continue in full force and effect. The rights and 
remedies of the parties hereunder are cumulative and are in addition to, and not in lieu of, all rights and 
remedies available at law and in equity. 

F. Wireless Carrier Authorization. You authorize your wireless carrier to disclose information 
about your account, such as subscriber status, payment method, and device details, if available, to 
support identity verification, fraud avoidance, and other uses in support of transactions for the duration of 
your business relationship with us. This information may also be shared pursuant to our privacy policies 
with other companies to support your transactions with us and for identity verification and fraud 
avoidance. 

G.  Unless indicated otherwise, investment services and products are offered through Morgan 
Stanley Smith Barney LLC, member SIPC. 

19. Non-U.S. Residents. 

A. The Services do not constitute (and should not be interpreted to constitute) the offering, selling, or 
conducting of business with respect to such Services in certain jurisdictions outside the United States 
where Morgan Stanley is not registered, or the conducting of any brokerage, investment advisory, 
banking or other similarly regulated activities in such jurisdictions. 

B. With respect to transactions within the European Union, the following terms shall be applicable: 
Unless expressed otherwise in an individual product or services terms of use, no contracting or 
transaction information required by the E-Commerce Directive as implemented will be provided. 

 

II. TERMS APPLICABLE TO YOUR USE OF THE MORGAN 
STANLEY MOBILE APP  
1. Morgan Stanley Mobile App. The following Section II terms (the “Mobile Terms”), the End User 
License Agreements set forth in Part A of this Agreement (each a “License Agreement”), and Section I 
(Electronic Services Agreement) above apply to the download or use by you or by someone on your 
behalf of the MS App to access the Services. You are responsible for all actions taken and 
communications sent with respect to your accounts using your Credentials by you and any other person 
who accesses or uses the MS App after it is downloaded to your mobile device.  

2. Compatible Device. Subject to the applicable License Agreement, you may download the MS 



Version: September 2020 

11  

App to any compatible mobile device using the compatible operating system.  

3. Location-Based Services. The MS App allows you to enable location services. By doing so, you 
consent to the use by the MS App of location and mapping data reported by your mobile device to provide 
you with location-based services, including, but not limited to, finding nearby ATMs or Morgan Stanley 
branches. Neither we, nor any of our subsidiaries, affiliates, content providers, or service providers, 
guarantee the availability, accuracy, completeness, reliability, or timeliness of location data used or 
displayed by the MS App or any Service. Please see our privacy policies for information about how we 
use and disclose location data. 

4. Mobile Communications and Push Notifications. By downloading and using the MS App to 
access the Services, you agree to view electronically through the MS App all of the Electronic 
Communications. When you are logged into the MS App, you may receive a message asking if you would 
like to allow push notifications. Push notifications are a way for an application to deliver information, 
including alerts, sounds and icon badges, to your mobile device. Push notifications can be delivered 
whether or not you are currently logged-in to and/or using the application and whether or not your device 
is in locked and/or in sleep mode. 

If you do not wish for others to view your notifications, you should establish a passcode lock for your 
device, lock it when not in use, and guard your device’s screen when it is unlocked. If you do not wish to 
receive push notifications from us, click “Don’t Allow” or other similar button when prompted. If you allow 
push notifications from us but later decide you no longer want to receive them, you can turn them off 
through your device notifications settings. 

5. Differences in Online and Mobile Platforms.  You acknowledge that information or certain 
Services available directly on MS Online without the use of a mobile device may not be available via the 
MS App, may be described with different terminology, or may be more current than the information 
available via the MS App, and that we are not responsible for any errors or problems that may arise from 
such differences. 

6.  Mobile Deposit Services. The MS App includes a service (the “Mobile Deposit Service”) that 
allows you to deposit a check to accounts in which you are a beneficial owner, by taking a picture of the 
check and transmitting the image to us. The terms and conditions in this section shall apply to your use of 
the Mobile Deposit Service. 

A. Definitions. For purposes of the Mobile Deposit Service, the following terms have the following 
meanings: 

(i) “Business Day” means Monday through Friday. Holidays (including bank holidays and holidays 
when U.S. banks are permitted to be closed) are not included. 

(ii) “Cut-Off Time” means 4:30 p.m. Eastern time, or any other time of which we provide you notice 
from time to time. 

(iii) “Eligible Item” means any of the following items that are eligible to be deposited through the 
Mobile Deposit Service: personal checks, corporate checks and government-issued checks, in each case 
that (a) meet the definition of a “check” as set forth in Regulations J and CC of the Board of Governors of 
the Federal Reserve System, (12 C.F.R. pts. 210 and 229, respectively); (b) are denominated in U.S. 
dollars; and (c) are payable to you, to cash, or to your order. The following are not Eligible Items: 
(q) currency; (r) checks denominated in a foreign currency; (s) checks that are not drawn on a U.S. bank; 
(t) money orders or traveler’s checks; (u) checks endorsed to you or a third party; (v) payable-through 
drafts; (w) saving bonds; (x) lottery or prize checks; (y) checks drawn on a loan account, such as credit 
card convenience checks or checks drawn on a Morgan Stanley Bank, N.A. or Morgan Stanley Private 
Bank, National Association line of credit; or (z) checks that are dated after or more than six (6) months 
earlier than the date of deposit. 
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(iv) “Image” means the image of an Original Item that is created by taking a picture of the Original 
Item. 

(v) “MICR Information” means the numbers, which may include the routing number, account 
number, check number, check amount, and other information, that are printed near the bottom of a check 
in magnetic ink. 

(vi) “Original Item” means the original paper check. 

(vi) “Substitute Check” is a paper copy of a check created from an Image that satisfies the 
requirements of the Check Clearing for 21st Century Act and implementing regulations, referred to 
collectively as Check 21. Substitute checks are sometimes referred to as Image Replacement Documents 
or IRDs. 

B. Your Responsibilities and Liabilities When Using Mobile Deposit Services. 

(i) You can Deposit Only Eligible Items. To use the Mobile Deposit Service, you must take a 
picture of the front and back of the Original Item that you want to deposit using the MS App. You agree to 
use the Mobile Deposit Service to deposit only Eligible Items. 

(ii) You must Indorse Your Checks. You must indorse each Eligible Item prior to taking its picture. 
If any Eligible Item is missing an indorsement, you authorize Morgan Stanley or its agent banks to supply 
such indorsement on your behalf. Notwithstanding any indorsement you place on any Eligible Item 
deposited through Mobile Deposit Services, or the lack of any indorsement on any such Eligible Item, you 
authorize us to process the Image of such Eligible Item for collection, and you assume all risks of missing 
or erroneous indorsements. You agree not to deposit any Original Item that contains a restrictive 
indorsement or other limitation on payment (other than “pay to Morgan Stanley,” “pay to the order of 
Morgan Stanley” or similar language). If you do so, you agree that we may strike any such restrictions or 
process the Image without regard to such restrictions, and you assume all losses, costs, expenses and 
damages that may result. 

(iii) You must Review Your Images for Image Quality. By transmitting an Image to us for deposit, 
you represent and warrant that you have reviewed the Image and that it (a) accurately represents the 
information from the front and back of the Original Item; (b) contains all indorsements from the Original 
Item; (c) is a legible copy of the Original Item that satisfies these Image quality standards; (d) contains 
accurate and complete MICR Information; and (e) otherwise satisfies all requirements we disclose to you 
from time to time. You must ensure the MICR Information from the Original Item matches the Image. You 
acknowledge and agree that an Image may not capture or include all security features contained in the 
Original Item, and that we shall have no liability for any damages incurred due to the absence of such 
security features. You understand that all deposits made through the Mobile Deposit Service are subject 
to verification of image quality and check data by us and/or other agents, including for compliance with 
the quality standards of the Board of Governors of the Federal Reserve System and any Image exchange 
through which the Images may be processed, although we are not under any obligation to you to inspect 
or verify the accuracy, legibility, or quality of the Images or MICR Information associated with such 
Images, or for any other purpose. We reserve the right, but undertake no obligation, to correct or amend 
MICR Information associated with an Image to facilitate processing of an Image or a Substitute Check 
created from that Image. We may return or refuse to process any Image at our discretion and may require 
that you resubmit a new Image of the Original Item. 

(iv) You must Retain and then Destroy Original Checks. You must safely retain your Original 
Items for fourteen (14) days following the Business Day on which you transmitted the Image of the 
Original Item to us (if the day on which you transmitted the Image is not a Business Day, then the 
fourteen (14) day period begins on the first Business Day following the day on which you transmitted the 
Image). You must retain the Original Item in a manner that prevents unauthorized access to or use of the 
Original Item. You must promptly provide the Original Item to us upon request. You further agree to 
destroy each Original Item, at the end of the fourteen (14) day period, in a secure manner that prevents 
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creation of an Image or copy of the Original Item or access to the information contained on the Original 
Item. Notwithstanding any provision of this Agreement, and without limitation of other risks, you expressly 
assume all risks arising from or associated with your retention and/or destruction of an Original Item. 

(v) You are Responsible for Duplicate Deposit or Presentment. You must ensure that the 
Original Item for any Image that you transmit to us is not, and has not been, itself processed for payment, 
whether as an original paper check, as another Image of the check, or in any other form, unless we have 
notified you that the Image is an Exception Item or there has been a processing error and we instruct you 
to submit the Original Item to us for processing. You hereby represent, warrant and agree that (a) neither 
we nor any other person (including a depositary bank, drawee, drawer or endorser) will receive 
presentment or return of, otherwise be charged for, your Original Item, any Image of the Original Item, or 
any Substitute Check created from an Image of the Original Item such that we or such other person will 
be asked to make a payment based on a check, Image, or Substitute Check that we or such other person 
has already paid; and (b)  you will not otherwise deposit or process for payment any duplicate Images or 
Substitute Checks. Without limiting the foregoing, you make to us all warranties provided in the Uniform 
Commercial Code applicable to a check each time you transfer an Image to us. 

(vi) You must Follow Our Instructions Regarding Exception Items. We may reject any Image that 
we determine at our sole discretion is not an Eligible Item, that does not satisfy applicable Image quality 
standards or otherwise cannot be submitted for collection through the Mobile Deposit Service (each, an 
“Exception Item”). We will notify you of Exception Items and will provide you with instructions on how to 
handle such Exception Items, which may include physically depositing the Original Item on which the 
Exception Item is based. If we have previously credited your account for an Exception Item, we may debit 
your account for the amount of that Exception Item. 

(vii) You must Notify Us of any Errors. If you suspect that there has been an error in the processing 
of any deposit that you make using the Mobile Deposit Service, you must notify us immediately, and in no 
event later than the later of sixty (60) days after the date of the first account statement on which the 
deposit appears or ninety (90) days after the date that you transmitted the Image for the deposit to us 
using the Mobile Deposit Service. 

(viii) You must Comply with the Mobile Deposit Service User Documentation and Applicable 
Law. You agree to comply with any Mobile Deposit Service user documentation that we provide from time 
to time. You must use the Mobile Deposit Service only to make deposits in compliance with Applicable 
Law. 

C. Processing Images. 

(i) We must Receive Your Image Before Our Cut-Off Time. If we receive an Image before the 
Cut-Off Time on a Business Day, we will review and process your Image the same Business Day. If we 
receive your Image after the Cut-Off Time or on a day that is not a Business Day, we will review and 
process the deposit on the next Business Day. An Image is not deemed received until we receive the 
Image in our processing system and provide an acknowledgement to you of that receipt. 
Acknowledgement of receipt does not mean that the Image is capable of being processed or that no error 
occurred in transmission. 

(ii) We can Use Our Discretion as to the Manner of Collection of Your Check. We may use our 
discretion in deciding how to attempt to collect your check, including without limitation by processing your 
Image through an Image collection system or clearinghouse or by converting your Image to a Substitute 
Check and collecting the Substitute Check through the check collection system. You also authorize us 
to collect your check by creating an electronic fund transfer using the information on the Image 
and processing that electronic fund transfer. The collection of Images and/or Substitute Checks will 
be subject to the rules of clearinghouses, Federal Reserve Banks, or private clearing bank agreements 
governing the manner by which the Images or Substitute Checks are collected and/or returned. The 
collection of electronic fund transfers is subject to the NACHA Operating Rules. You agree that each 
Substitute Check or Image is a “check” and/or an “item” for all purposes under applicable federal and 
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state check law to the same extent as the Original Item whose image was used to create the Substitute 
Check or Image, except to the extent otherwise provided under Applicable Law. 

(iii) We will Make Funds Available from Your Deposits on a Schedule that We Set. We will make 
the funds from the collection of Eligible Items available to you in accordance with the funds availability 
schedule we establish from time to time. Notwithstanding the foregoing, to the fullest extent permitted by 
Applicable Law, we reserve the right at our discretion to delay the availability of funds associated with a 
particular deposit or with a particular Eligible Item deposited. You agree that all credits to your account 
are provisional, subject to verification and our receipt of “final payment” from the bank or other party on 
which the Eligible Item is drawn. You authorize us to charge your accounts for all fees and charges that 
we may incur in connection with the collection of an Eligible Item you have deposited, including fees and 
charges that we may incur if an Eligible Item is returned to us unpaid for any reason (because, for 
example, the drawer has placed a stop payment order or the Eligible Item is returned for “insufficient 
funds” or “account closed”). If an Eligible Item is returned for any reason, whether or not after final 
payment, you authorize us to charge your applicable account for the amount of the Eligible Item, even if 
the amount of the Eligible Item has already been made available to you and even if we could claim 
reimbursement for the Eligible Item from the bank on which the check is drawn or from some other party. 
We also may charge your applicable account the applicable returned item fees we specify from time to 
time. We reserve the right to refuse or to return all or part of a deposit at any time. We reserve the right to 
make adjustments to your accounts upon verification of your deposit or for computation or other errors. 

(iv) We may Handle Returned Images, Reproductions, or Copies Like Returns of an Original 
Item. If a Substitute Check or Image is returned to us, the returned Substitute Check or Image will be 
treated as a returned original check. If we receive as a return a paper reproduction of the Image that fails 
to meet the requirements for a Substitute Check for any reason, you authorize us, at our discretion, to 
treat the paper reproduction in the same manner as the original check to which the paper reproduction 
relates. We shall have no obligation to you in the event that we or any bank in the check collection 
process rejects or returns an Image or Substitute Check or are otherwise unable to collect any Image or 
Substitute Check. You acknowledge that if an Eligible Item is returned (e.g., through the return of the 
Image or Substitute Check created from that Eligible Item) for any reason, you will not receive the Original 
Item as the returned item. 

(v) We may Set Limits on Your Use of the Mobile Deposit Service. We may establish limits on 
the dollar amount, number and/or frequency of submission of Images that you may submit through the 
Mobile Deposit Service from time to time. If you attempt to initiate a deposit in excess of these limits, we 
may reject your deposit. If we permit you to make a deposit in excess of these limits, such deposit will still 
be subject to these Mobile Terms, and we will not be obligated to allow such a deposit at other times. 

(vi) We are Not a Bank. We are NOT a bank, and funds that we hold are not bank deposits or 
guaranteed by any bank, are not FDIC-insured, and may lose value, including possible loss of principal. 
However, if you participate in our Bank Deposit Program, your free cash balances may be swept into 
bank accounts, as described in the disclosures for that program. If you desire to hold funds in a bank 
deposit, please contact your financial advisor. 

(vii) We may Use Banks and/or Other Third Parties to Process Your Deposits. We may designate 
one or more banks or third party processors to assist in the processing and collections of checks that you 
deposit using the Mobile Deposit Service. 

D. Suspension/Termination of the Mobile Deposit Service. We may terminate or suspend the 
Mobile Deposit Service, or your use of the Mobile Deposit Service, at any time. You may terminate your 
use of the Mobile Deposit Service at any time by deleting that MS App from your mobile device. 
Notwithstanding termination of the Agreement or the Mobile Deposit Service, these Mobile Terms shall 
continue to apply with respect to any Image transmitted through the Mobile Deposit Service, and any 
related Original Item, Substitute Check or other copy, reproduction or Image thereof. 
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III. TERMS APPLICABLE TO YOUR USE OF eAUTHORIZATIONS  
1. General.  The following terms and conditions, and Section I (Electronic Services Agreement), apply 
to your use of the Morgan Stanley electronic authorizations service (“eAuthorizations”) after your 
enrollment into eAuthorizations. All documents, disclosures, disclaimers and notices relating to 
eAuthorizations, including, but not limited to, notices of pending wire transfers and required regulatory 
disclosures, shall be deemed Electronic Communications under the Electronic Services Agreement 
Section I(3) (Your Consent to Electronic Communications) above. 

2.  Description of Service.  Under the eAuthorizations service, certain transactions are available to be 
set up by us upon your instruction, and the pending transaction details are sent to you electronically for 
your review and approval. The types of transactions available under the eAuthorizations service are 
described on the Service Platform (including but not limited to funds transfers such as wire transfers, 
check requests, and journals relating to your Morgan Stanley accounts or to external accounts) and are 
subject to change at our discretion. After we set up such transaction, you will be sent a notification and/or 
an alert informing you that your transaction is ready for review and authorization. Depending on the 
nature of the transaction, you may be required to review additional disclosures at that time.  After review, 
you may provide express consent via the eAuthorizations service, and after your consent is received, we 
will execute the transaction. If we do not receive your consent to the transaction within the disclosed time 
period, the transaction will expire and will not be executed. 

3.  Conditions of Service.  You understand and agree that:  

A. You are responsible for the accuracy of the transaction details and the timeliness of your review 
once the pending transaction is sent to you via eAuthorizations, and we may rely and act on your consent 
in order to execute or fulfill the transaction.  

B. You are responsible for reviewing and understanding any additional disclosures you may receive 
via the eAuthorizations service in connection with each pending transaction, including but not limited to, 
information relating to transaction expiration, processing dates, charges, and regulatory required 
information. 

C. We may rely on any approval, denial, or other direction that we receive from you via 
eAuthorizations to complete a transaction, regardless of whether you provide us with approval, denial, or 
other direction through some other channel, such as by faxing documents to us. 

D. Use of eAuthorizations is a means of providing us with your electronic signature and may form a 
contract with us.   

4. Service Termination or Suspension.  In the event you wish to cancel your use of 
eAuthorizations, you may have the ability to do so through the Service Platform or you may contact your 
Financial Advisor or customer service team. If you wish to suspend your use of eAuthorizations or do not 
want to use the service to review and provide consent for a particular transaction(s), please inform your 
Financial Advisor or customer service team prior to submitting set up instructions for such transaction.  If 
you do not do so, you understand and acknowledge that we may set up the transaction for your review 
and approval via the eAuthorizations service, and it is your responsibility to approve or deny such 
transaction and/or make alternative arrangements with us to fulfill the transaction. 
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IV. TERMS APPLICABLE TO YOUR USE OF ONLINE PAYMENTS 
AND ONLINE TRANSFERS  

Part A: General Payment and Transfer Terms. 

1. Application. 

A. The Section IV terms and conditions apply to your use of our Online Payments and/or Online 
Transfers services after your enrollment into the respective service. 

B. Section IV, Part A (General Payment and Transfer Terms), Section IV, Part B (Online Payment 
Terms), and Section I (Electronic Services Agreement) above, apply to your use of the Morgan Stanley 
Online Payments service via the Service Platform (“Payment Service”). 

C. Section IV, Part A (General Payment and Transfer Terms), Section IV, Part C (Online Transfer 
Terms), and Section I (Electronic Services Agreement) above, apply to your use of the Morgan Stanley 
Online Transfers service via the Service Platform (“Transfers Service”). 

2. All documents, disclosures, disclaimers and notices relating to the Payment Service and 
Transfers Service shall be deemed Electronic Communications under Section I(3) (Your Consent to 
Electronic Communications) above. 

3. Definitions. Unless otherwise defined elsewhere this Section IV, capitalized terms have the 
following meaning: 

A. “Biller” is the person or entity to which you wish a payment to be directed or is the person or 
entity from which you receive electronic bills, as the case may be. 

B. “Business Day” means Monday through Friday. Holidays (including bank holidays and holidays 
when the New York Stock Exchange is closed) are not included. 

C. “Cut-Off Date” with respect to a Scheduled Payment means three (3) Business Days before the 
Scheduled Transfer Date for such Scheduled Payment. 

D. “Due Date” is the date reflected on your Biller’s statement for which the payment is due; it is not 
the late date or a date during a grace period. 

E. “Laser Draft” means a check drawn on your Payment Account, which we print and mail to a Biller 
on your behalf. 

F. “Payment” means a payment you make from your Payment Account to a Biller using the 
Payment Service. 

G. “Payment Account” is the Morgan Stanley account(s) from which bill payments and service fees 
will be debited as designated by you in your Payment Instructions, or Transfers will be debited or credited 
in accordance with the Online Transfers Terms and your direction, as applicable. 

H. “Payment Instruction” is the information provided by you through the Payment Service for a bill 
payment to be made to the Biller (including, but not limited to, Biller name, Biller account number, and 
Scheduled Payment Date). 

I. “Prohibited Payments” are payments of the type described below in the section entitled 
Prohibited Payments. 
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J. “Scheduled Payment” is a payment that has been scheduled by you through the Payment 
Service. 

K. “Scheduled Payment Date” is the day you want your Biller to receive your bill payment, unless 
the Scheduled Payment Date falls on a non-Business Day in which case it will be considered to be the 
previous Business Day. 

L. “Scheduled Transfer Date” means, (i) with respect to a payment that will be made electronically, 
the date on which we make the electronic payment, which typically occurs on the day before the 
Scheduled Payment Date; and (ii) with respect to a payment that will be made by a check from us or by a 
Laser Draft, the printing and mailing by us of the applicable check, which typically occurs four days before 
the Scheduled Payment Date. 

4. Contact Information for Errors or Questions. 

A. In case of errors or questions about Payments, Transfers, or other transactions in your Payment 
Account, or if you learn or suspect that any unauthorized party has obtained your Credentials, or need to 
contact Customer Service for any other reason, please call our Client Service Center at 1 (888) 454-3965 
or if you are calling from outside the U.S. call 1 (801) 617-9150 as soon as you can. You can also write to 
us at: Morgan Stanley, Client Correspondence Department, PO Box 95002, South Jordan, UT 84095. 

If you think your statement is wrong or if you need more information about a transaction listed on the 
statement, we must hear from you no later than sixty (60) calendar days after we sent the FIRST 
statement on which the problem or error appeared. 

B. When you contact us regarding any errors or questions about Payments, Transfers, or other 
transactions in your Payment Account, please: 

(i) Tell us your name and Payment Account number. 

(ii) Describe the error or the Payment or Transfers you are unsure about, and explain as 
clearly as you can why you believe it is an error or why you need more information. 

(iii) Tell us the dollar amount of the suspected error. 

If you tell us verbally, we may require that you send us your complaint or question in writing within ten 
(10) Business Days. 

C. We will determine whether an error occurred within ten (10) Business Days after we hear from 
you and will correct any error promptly. If we need more time, however, we may take up to forty-five (45) 
calendar days to investigate your complaint or question. If we decide to do this, we will provisionally credit 
your Payment Account within ten (10) Business Days for the amount you think is in error, so that you will 
have the use of the money during the time it takes us to complete our investigation. If we ask you to put 
your complaint or question in writing and we do not receive it within ten (10) Business Days, we may not 
credit your Payment Account. 

D. For errors involving new Payment Accounts or foreign-initiated transactions, we may take up to 
ninety (90) calendar days to investigate your complaint or question. For new Payment Accounts, we may 
take up to twenty (20) Business Days to credit your Payment Account for the amount you think is in error. 

F. We will tell you the results within three (3) Business Days after completing our investigation. If we 
decide that there was no error, we will send you a written explanation. You may ask us for copies of the 
documents that we used in our investigation. 
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5. Your Liability for Unauthorized Transfers 

A. Please notify us immediately upon learning or suspecting that any unauthorized party has 
obtained your Credentials or other means to access your Payment Account. Telephoning (at the numbers 
listed in the section entitled “Contact Information for Errors and Questions”) is the best way of keeping 
your possible losses down. You could lose all the money in your Payment Account(s) (plus your 
maximum line of credit and overdraft, if applicable). If you tell us within two (2) Business Days after you 
learn of the loss or theft of your Credentials or other means to access your Payment Account, you can 
lose no more than $50 if someone used the Payment Service or Transfers Service without your 
permission. 

B. If you do NOT tell us within two (2) Business Days after you learn of the loss or theft of your 
Credentials or other means to access your Payment Account, and we can prove we could have stopped 
someone from using your Credentials or other means to access your Payment Account without your 
permission if you had told us, you could lose as much as $500. 

C. Please notify us immediately if your statement shows Payments or Transfers that you did not 
schedule or make. If you do not tell us within sixty (60) calendar days after the statement was mailed to 
you, you may not get back any money you lost after the sixty (60) calendar days if we can prove that we 
could have stopped someone from taking the money if you had told us in time. If a good reason (such as 
a long trip or a hospital stay) kept you from telling us, we will extend the time periods. 

6. Periodic Statements. 

You will get an account statement in accordance with the Account Agreement for your Payment Account. 
In most cases, the account statement will be provided monthly, but if there is no activity in your Payment 
Account in a particular month, you may only receive a statement quarterly. 

7. Service Termination, Cancellation or Suspension. 

A. In the event you wish to cancel the Payment Service or the Transfers Service, you may have the 
ability to do so through the Service Platform, or you may contact Customer Service as provided in the 
section above entitled “Contact Information for Errors or Questions.” 

B. Any Payment(s) or Transfers we have already processed before the requested cancellation date 
will be completed by us. All other Scheduled Payments including recurring payments will not be 
processed once the Payment Service is cancelled. We may terminate or suspend the Payment Service or 
Transfers Service at any time for any reason or no reason. Neither termination nor suspension shall affect 
your liability or obligations under these Online Payment Terms or the Online Transfers Terms. 

8. Limitation of Liability. 

EXCEPT AS OTHERWISE PROVIDED IN THIS SECTION IV, IN NO EVENT SHALL MORGAN 
STANLEY BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR 
EXEMPLARY DAMAGES, INCLUDING LOST PROFITS (EVEN IF ADVISED OF THE POSSIBILITY 
THEREOF) ARISING IN ANY WAY OUT OF THE INSTALLATION, USE, OR MAINTENANCE OF THE 
EQUIPMENT, SOFTWARE, AND/OR THE PAYMENT SERVICE OR TRANSFERS SERVICE. 
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Part B:  Online Payments Terms 
1. Payment Types and Limitations. 

You may use the Payment Service to make Payments from your Payment Account to Billers, other than 
Prohibited Payments. The minimum dollar amount of a Payment to Biller is $1.00 and the maximum dollar 
amount of a Payment to a Biller is $250,000.00. The Payment Service will not process Payments less 
than the minimum amount ($1.00) or greater than the maximum amount ($250,000). 

We may permit exceptions to these limits in our discretion. For security reasons or to protect your 
Payment Account or us, we may from time to time impose additional limits using the Payment Service. 

2. Payment Scheduling. 

The earliest possible Scheduled Payment Date for each Biller (typically four (4) or fewer Business Days 
from the then-current date) will be designated by the Payment Service when you are scheduling the 
payment. You may not select a Scheduled Payment Date that is prior to the earliest possible Scheduled 
Payment Date designated for each Biller. When scheduling Payments you must select a Scheduled 
Payment Date that is no later than the actual Due Date reflected on your Biller statement unless the Due 
Date falls on a non-Business Day. If the actual Due Date falls on a non-Business Day, you must select a 
Scheduled Payment Date that is at least one (1) Business Day before the actual Due Date. Scheduled 
Payment Dates must be prior to any late date or the beginning of any grace period. 

3. Payment Authorization and Payment Remittance 

You may make Payments using the Payment Service by following the instructions for use of the Payment 
Service provided by us, as amended from time to time. You authorize us to follow the Payment 
Instructions that we receive through the Payment Service without verification of the content of those 
Payment Instructions. You represent and warrant that all your Payment Instructions will be complete and 
accurate in all respects. In order to process payments more efficiently and effectively, we may edit or alter 
payment data or data formats in accordance with Biller directives. 

When we receive a Payment Instruction, you authorize us to proceed as follows: 

A. If the payment is to be made electronically, we will make an electronic payment (typically on the 
day before the Scheduled Payment Date), in the amount of the Payment to the applicable Biller and we 
will debit your Payment Account in the amount of such Payment on the Scheduled Payment Date; 

B. If the payment is to be made by a check from us, we will mail a check (typically four days before 
the Scheduled Payment Date), in the amount of the Payment drawn on an account held by us to the 
applicable Biller, and we will debit your Payment Account in the amount of such Payment on the 
Scheduled Payment Date; and 

C. If the payment is to made by Laser Draft, we will print the Laser Draft (typically four days before 
the Scheduled Payment Date), drawn against your Payment Account in the amount of the Payment and 
mail it to the applicable Biller, and the amount of the Payment will be removed from your Payment 
Account when the Laser Draft clears. You also authorize us to credit your Payment Account for Payments 
returned to us by the United States Postal Service, any payment system or a Biller. 

You can edit or cancel any Scheduled Payment (including recurring payments) by following the directions 
within the Payment Service, provided that you edit or cancel the Scheduled Payment no later than the 
Cut-Off Date for such Payment. However, if, after the Cut-Off Date, you see a “cancel payment” or “edit 
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payment” link on the Service Platform for the pending Payment, you may still be able to edit or cancel the 
Scheduled Payment by clicking on those links. There is no charge for editing a Scheduled Payment 
through the Payment Service. 

4. Payment Methods. 

We reserve the right to select the method with which to remit funds on your behalf to your Biller. These 
payment methods may include, but may not be limited to, an electronic payment, an electronic to check 
payment (in which the Payment to the Biller is made by a check drawn on an account held by us), or a 
Laser Draft payment (in which we will print a check drawn on your Payment Account and mail such check 
to the Biller). 

5. Prohibited Payments. 

Payments to Billers outside of the United States or its territories are prohibited and may not be made 
through the Payment Service. In addition, you agree that you will not use the Payment Service to 
schedule or make: (A) tax payments, or (B) court-ordered payments (including, but not limited to, child 
support payments and traffic tickets). Notwithstanding any provision of these Online Payment Terms to 
the contrary, we shall have no liability or obligation whatsoever under these Online Payment Terms or 
otherwise in connection with any of the foregoing types of payments, including, but not limited to, any 
liability for late payment-related charges, or any obligation to research or resolve any claim resulting from 
any such Payment. 

6. Bill Delivery and Presentment. 

This feature is for the presentment of electronic bills only and it is your sole responsibility to contact your 
Billers directly if you do not receive your statements. In addition, if you elect to activate one of the 
Payment Service’s electronic payment options, you also agree to the following: 

A. Information provided to the Biller. The Payment Service is unable to update or change your 
personal information such as, but not limited to, name, address, phone numbers and email addresses, 
with the electronic Biller. Any changes will need to be made by contacting the Biller directly. Additionally, 
it is your responsibility to maintain all usernames and passwords for all electronic Biller sites. You also 
agree not to use someone else’s information to gain unauthorized access to another person’s bill. 
Notwithstanding the foregoing, if a Biller which participates in the presentment of electronic billing 
requests, you authorize us to provide such Biller with your email address, service address and phone 
numbers. 

B. Activation. Upon activation of the electronic bill feature we may notify the Biller of your request to 
receive electronic billing information. The presentment of your first electronic bill may vary from Biller to 
Biller and may take up to sixty (60) days, depending on the billing cycle of each Biller. Additionally, the 
ability to receive a paper copy of your statement(s) is at the sole discretion of the Biller. While your 
electronic bill feature is being activated it is your responsibility to keep your accounts current with your 
Biller. Each electronic Biller reserves the right to accept or deny your request to receive electronic bills. 

C. Authorization to obtain bill data. By activating the electronic bill feature for a Biller, you 
(i) authorize us to obtain bill data from the Biller on your behalf, and (ii) represent and warrant that you 
have authorized the Biller to provide bill data to us on your behalf. For some Billers, you will be asked to 
provide us with your user name and password for that Biller. By providing us with such information, you 
authorize us to use the information to obtain your bill data. 

D. Notification. We will use reasonable efforts to present all of your electronic bills promptly. In 
addition to notification within the Payment Service, we may send an email notification to the email 
address listed for your Payment Account. It is your sole responsibility to ensure that this information is 
accurate. In the event you do not receive notification, it is your responsibility to periodically logon to the 
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Payment Service and check on the delivery of new electronic bills. The time for notification may vary from 
Biller to Biller. You are responsible for the timely scheduling of the payment of all bills. 

E. Cancellation of electronic bill notification. Each electronic Biller reserves the right to cancel 
the presentment of electronic bills at any time. You may cancel electronic bill presentment at any time. 
The timeframe for cancellation of your electronic bill presentment may vary from Biller to Biller. It may 
take up to sixty (60) days, depending on the billing cycle of each Biller. We will notify your electronic 
Biller(s) as to the change in status of your account and it is your sole responsibility to make arrangements 
for an alternative form of bill delivery. We will not be responsible for presenting any electronic bills that are 
already in process at the time of cancellation. 

F. Non-Delivery of electronic bill(s). You agree to hold us harmless should the Biller fail to deliver 
your statement(s). You are responsible for timely scheduling the payment of all bills. Copies of previously 
delivered bills must be requested from the Biller directly. 

G. Accuracy and dispute of electronic bill. We are not responsible for the content or accuracy of 
your electronic bill(s). We are only responsible for presenting the information we receive from the Biller. 
Any discrepancies or disputes regarding the accuracy of your electronic bill summary or detail must be 
addressed with the Biller directly. 

These Online Payment Terms do not alter any obligations you have under any agreement between you 
and a Biller. 

7. The Service Guarantee. 

In addition to our obligations under Applicable Law: 

A. Subject to Subsection B. of this Section 7 below, if a Payment (i) is scheduled in accordance with 
these Online Payment Terms and the requirements of the Payment Service; (ii) is in an amount less than 
fifty thousand dollars ($50,000); and (iii) posts after its Due Date, we will reimburse you for all valid late 
payment charges actually imposed by the applicable Biller. If the amount of the Payment is fifty thousand 
dollars ($50,000) or more, and the conditions described in (i) and (iii) exist, we will reimburse you for up to 
fifty dollars ($50.00) of valid late payment charges actually imposed by the applicable Biller, unless the 
late payment was caused by a processing error by us, in which case we will reimburse you for all valid 
late payment charges actually imposed by the applicable Biller. 

B. We will undertake a reasonable effort to verify with the applicable Biller the amount of any late 
payment charges imposed, but if we are unable to do so, you shall be responsible for providing us written 
proof acceptable to us of the amount of such charges. If we are unable to verify the amount of such 
charges and you do not provide written proof acceptable to us of such amount, we shall have no 
obligation to reimburse such charges to you.  

C. As part of the late payment charges that we will reimburse under Subsection A of this Section 7, 
we will reimburse you for finance charges imposed on the late payment amount only.  

D. The Service Guarantee described in Subsection A of this Section 7 shall not apply to any 
Prohibited Payment. 

8. Preauthorized Payments. 

A. The Automatic Payment Feature. If you wish to preauthorize recurring payments to a Biller out 
of your Payment Account, you can do so in two ways. 

(i) First, you can use the Payment Service to automatically pay a designated amount to a 
particular Biller on a recurring date that you specify (e.g., the 15th of each month). 
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(ii) Second, you can use the Payment Service to schedule regular Payments to a particular Biller 
based on electronic bills received from that Biller, provided that the amount of a bill falls 
within a range that you specify for that Biller. You have the option of having Payments for a 
particular Biller made on the Due Date reflected in each bill, or immediately upon receipt of 
the bill. We will provide an email notice to you that the bill has been received. You agree that 
our posting of such a notice constitutes receipt by you of notice of the amount and Due Date 
of the bill. You also may elect to receive an email notice when each electronic bill is received 
by us. If the amount of a particular bill is outside of the range you have authorized for 
Payment to the applicable Biller, we will send you an email notice of that fact, and you will be 
required to initiate an individual payment to pay the bill through the Service (i.e., the bill will 
not be paid automatically). 

B. Right to Stop Payment and Procedure for Doing So. If you have told us in advance to make a 
Payment out of your Payment Account (including recurring Payments), you can stop any of these 
Payments. Here’s how: 

(i) First, you can cancel or edit any Scheduled Payment as stated in the last paragraph in the 
section above entitled “Payment Authorization and Payment Remittance.” 

(ii) Second, you can call or write us at the Customer Service telephone number or address set 
forth in the section above entitled “Contact Information for Errors and Questions,” provided 
that you call or write to us in time for us to receive your request by the Cut-Off Date for the 
Scheduled Payment (i.e., at least three (3) Business Days or more before the Scheduled 
Transfer Date for the Payment). 

The fees for stop payment requests are stated in the Morgan Stanley account opening materials 
and the yearly FYI brochure. 

C. Notice of Varying Amounts. If regular (recurring) Payments vary in amount, we will send you an 
email, ten (10) calendar days before each Payment, telling you when it will be made and how much it will 
be. If you establish a recurring Payment Instruction that is capped at a specified amount and the amount 
of the cap cannot be evenly divided by the amount of your recurring Payment, the last Payment in the 
series will be reduced to equal the remainder produced by dividing your cap by your recurring Payment 
amount. We will not provide you separate notice of the reduction of the final recurring Payment in this 
circumstance. 

D. Liability for Failure to Stop Payment of Preauthorized Payment. If you order us to stop a 
Payment three (3) Business Days or more before the Scheduled Transfer Date for the Payment, and we 
do not do so, we will be liable for your losses or damages to the extent provided under applicable law. 

9. Our Liability. 

We will use reasonable efforts to carry out your Payment Instructions. In addition to our obligations under 
the section entitled “The Service Guarantee,” if applicable, if we do not complete a Payment from your 
Payment Account on time or in the correct amount according to these Online Payment Terms, we will be 
liable for your losses or damages to the extent required by applicable law. However, there are some 
exceptions. We will not be liable, for instance: 

A. If, through no fault of ours, you do not have enough funds in your Payment Account to complete 
the Payment or the Payment would exceed the credit limit of any line of credit or overdraft associated with 
your Payment Account; 

B. If the payment processing center or Payment Service is not working properly and you know or 
have been advised about the malfunction before you execute the Payment; 
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C. If you have not provided us with the correct Payment Account information, or the correct name, 
address, phone number, or account information for the Biller; 

D. If you have otherwise provided inaccurate or complete information regarding the Payment; 

E. If circumstances beyond our control (such as, but not limited to, fire, flood, pandemic, or 
interference from an outside force) prevent the proper execution of the Payment; 

F. If the failure to complete a Payment from your Payment Account on time or in the correct amount 
was due to a failure of third party systems, including, but not limited to, the United States Postal Service, 
any third party payment systems, or a Biller; 

G. If the failure to complete a Payment on time or in the correct amount was caused by actions we 
have taken to address the security of our systems or our customers’ information; 

H. If the Payment or related funds are subject to legal or other regulatory encumbrance or other 
process preventing or restricting the Payment; 

I. If we revoked or suspended your Payment Account for inactivity or other reason in our discretion; 

J. If the Payment appears suspicious, fraudulent or unauthorized, and we cannot confirm that it is a 
legitimate Payment, or if the Payment is (or appears to be) prohibited by law or any payment system 
rules; and/or 

K. If you failed to follow our instructions for use of the Payment Service. 

10. Service Fees and Additional Charges. 

The fees for this Payment Service are set forth in the fee schedule provided in the Morgan Stanley 
account opening materials and the yearly FYI brochure. 

Any applicable fees will be charged regardless of whether the Payment Service was used during the 
billing cycle. There may be a charge for additional transactions and other optional services. You agree to 
pay such charges and authorize us to deduct the calculated amount from your designated Payment 
Account for these amounts and any additional charges that may be incurred by you. Any other fees 
associated with your Payment Account will continue to apply.  

11. Failed Transactions. 

In using the Payment Service, you are requesting that we make Payments for you from your Payment 
Account. If we are unable to complete the Payment for any reason associated with your Payment Account 
(for example, there are insufficient funds in your Payment Account to cover the Payment), the Payment 
will not be completed. 

12. Changes to your Contact Information or Payment Account. 

It is your sole responsibility to ensure that the contact information in your user profile is current and 
accurate. This includes, but is not limited to, name, address, phone numbers and email addresses, or 
designation of your Payment Account. Changes can be made by contacting Customer Service as 
provided in the section above entitled “Contact Information for Errors or Questions.” All changes made 
are effective immediately for scheduled and future payments paid the updated Payment Account 
information. We are not responsible for any payment processing errors or fees incurred if you do not 
provide accurate Payment Account or contact information. 



Version: September 2020 

24  

13. Biller Limitation. 

We reserve the right to refuse to pay any Biller to whom you may direct a Payment. We will notify you 
promptly if we decide to refuse to pay a Biller designated by you. This notification is not required if you 
attempt to make a Prohibited Payment or an exception payment under these Online Payment Terms. 

14. Returned Payments. 

In using the Payment Service, you understand that Billers, any payment system through which a Payment 
is made pursuant to these Online Payment Terms, and/or the United States Postal Service may return 
Payments to us for various reasons such as, but not limited to, the Biller’s forwarding address has 
expired; the Biller account number is not valid; the Biller is unable to locate the account; or the Biller’s 
account is paid in full. We will notify you through the Payment Service if any Payment is returned to us. 
We will use reasonable efforts to research and correct the returned payment and return it to your Biller, or 
void the Payment and credit your Payment Account. 

15. Information Authorization. 

Your enrollment in the Payment Service may not be fulfilled if we cannot verify your identity or other 
necessary information. Through your enrollment in the Payment Service, you agree that we reserve the 
right to request a review of your credit rating at its own expense through an authorized bureau. In 
addition, you agree that we reserve the right to obtain financial information regarding your account from a 
Biller or your financial institution (for example, to resolve payment posting problems or for verification). 

 

Part C: Online Transfers Terms 
1. The Transfers Service. These Online Transfers Terms specifically apply to the following 
functionalities: 

A. The online/mobile or telephone transfer of funds to or from your Payment Account from or to your 
accounts outside of Morgan Stanley (each an “External Account”) and from your Payment Account to 
accounts held by third parties (each a “Third-Party Account”) (collectively referred to herein as “External 
Transfers”); and 

B. The online/mobile or telephone transfer of funds between your account(s) held by Morgan 
Stanley and/or its affiliates (referred to herein as “Internal Transfers”). 

2. Authorization. By using the Transfer Service, you authorize Morgan Stanley to initiate 
debit/credit transactions to any of your Payment Account(s) and/or any External Account, to 
initiate credits to Third-Party Accounts, and to initiate debits to Third-Party Accounts to correct 
errors. You further understand and agree that you will not be able to rescind any Transfer that has 
reached the “Executed” status (as described in Section 3(B)(v)(a)), except in certain cases where 
the credit/debit entry was not authorized by you. 

Should an incorrect amount be withdrawn from or deposited into your account(s) or any External Account, 
or an incorrect amount be deposited to any Third-Party Account, you authorize Morgan Stanley to correct 
the error through its initiation of a debit/credit to your applicable account(s), the applicable External 
Account(s), or the applicable Third-Party Account(s). Should a correction not be possible (due to, for 
example, insufficient funds), you agree to promptly deposit into your applicable account any and all 
amounts you may owe Morgan Stanley. 
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This authorization will remain in full force and effect until Morgan Stanley has received written notification 
from you of its termination in such time and in such manner as to afford Morgan Stanley and your 
depository institutions a reasonable opportunity to act on it. 

3. General Terms. You may use the Service Platform to set up and initiate both “One-Time 
Transfers” (i.e., on-demand Transfers), which are Internal Transfers or External Transfers that occur on a 
one-time basis, or “Recurring Transfers,” which are Internal Transfers or External Transfers that you set 
up to occur on a regular, recurring basis. When used in this Section IV, the term “Transfers” means, 
collectively, One-Time Transfers, Recurring Transfers, Internal Transfers, and External Transfers. As part 
of the Transfers Service, you also may call your Financial Advisor or our Customer Service Center 
number to (1) initiate One-Time Transfers between the applicable accounts and External Accounts linked 
through the Transfers Service, or from your account(s) to any Third-Party Account linked through the 
Transfers Service, or (2) modify the amount, frequency or timing of a scheduled Transfer. Please note 
that, in order to include a Third-Party Account in Transfers you make using the Transfers Service, you 
must first call your Financial Advisor to add such Third-Party Account to your list of available accounts for 
the Transfers Service. 

A. With respect to the Transfers Service: 

(i) You understand and agree that certain eligibility requirements may apply (e.g., non-U.S. 
persons and/or certain account types may be prohibited or otherwise restricted from utilizing 
the Transfers Service), and Morgan Stanley has the right, in its sole discretion, to restrict or 
otherwise prohibit your use of the Transfers Service; and 

(ii) You represent and warrant that (a) you own and have authority, or have been given authority 
by the owner, over each account to which funds are deposited or from which they are 
withdrawn in connection with the Transfers Service, including the authority to make Transfers 
to or from each such account; (b) you own and have authority, or have been given authority 
by the owner, over each External Account to which funds are deposited or from which they 
are withdrawn in connection with the Transfers Service, including the authority to make 
Transfers to or from each such External Account; (c) the owner of each Third-Party Account 
has authorized you and Morgan Stanley to make Transfers to such Third-Party Account and, 
as necessary to correct errors, from such Third-Party Account; and (d) we may provide 
access to the Transfers Service and your accounts to any persons you have authorized to 
have such access, in accordance with and as set forth in any applicable other agreement that 
you have executed. 

B. With respect to Transfers: 

(i) Transfers will be permitted only if you have provided all required information, including, for 
example, your bank account number and the ABA number, and for Recurring Transfers, the 
frequency of the Recurring Transfer and the amount of funds to be deposited and/or 
withdrawn on a recurring basis. 

(ii) You understand that we may use a variety of banking channels and facilities to make 
Transfers, including, but not limited to, the automated clearing house network (“ACH 
Network”), wire transfers or check, and you authorize us to use any such channel in our 
discretion. Depending on the means we select to implement a Transfer, the Transfer may be 
subject to rules and regulations applicable to such means, including, but not limited to, the 
National Automated Clearing House Association rules, the rules of the applicable local ACH 
Network, the rules the Federal Reserve System and the rules of the Clearing House 
Interbank Payment System. 

(iii) Morgan Stanley may reject any Transfer in its sole discretion, including rejections based on, 
but not limited to, the status of the applicable accounts, Payment Accounts, External 
Accounts or Third-Party Accounts or facts suggesting a possible fraudulent transaction. 
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(iv) All Transfers are provisional and, even if the Transfer has been given an “Executed” status, 
are subject to being rejected, reversed or returned (a) if there are insufficient funds in your 
Payment Account (relating to withdrawals from your Payment Account), or (b) if the institution 
that holds your External Account or the applicable Third-Party Account rejects the Transfer 
for any reason, including, but not limited to, if there are insufficient funds in your External 
Account (relating to deposits into your Payment Account). If more than one deposit into your 
Payment Account or withdrawal from your Payment Account is rejected, reversed or revoked 
(including, for example, due to insufficient funds), your enrollment in the Transfers Service 
may be restricted, discontinued, or otherwise prohibited. If we discontinue your enrollment in 
the Transfers Service, you will need to re-enroll in order to make future Transfers. Partial fund 
Transfers are not permitted. 

(v) Status of Transfers: 

(a) When you enter a Transfer in the Transfers Service which is scheduled to occur on a 
future date, it will be given a “Scheduled” or “Awaiting Approval” (as applicable) status. 
On the date that a previously entered Transfer is scheduled to occur, or if you enter a 
Transfer that is scheduled to occur on the date the Transfer is entered, the Transfer will 
be given a status of: (1) “Not Approved” if the Transfer will not be processed; 
(2) “Awaiting Approval” if the approvals for the Transfer have not yet been completed; or 
(3) “Executed” if the Transfer has been approved for processing. If a Transfer that is in 
the “Awaiting Approval” status is approved, it will be given an “Executed” status; if it is not 
approved, it will be given a status of “Expired”. 

(b) If you request a Transfer to your account from an External Account, and if the Transfer is 
given a status of “Executed” prior to the cutoff time specified on the initiation page for the 
Transfers Service (i.e., the webpage on which you can initiate Transfers) on a Business 
Day, the funds will be available in your account on the next Business Day after the 
Transfer reaches the “Executed” status. If the Transfer is given an “Executed” status after 
such cutoff time or on a day that is not a Business Day, the funds will be available two 
Business Days after the Transfer reaches the “Executed” status. Notwithstanding the 
foregoing, however, Transfers to your account are subject to the deposit hold policies 
applicable to your account, and also may be reversed if the institution that holds your 
External Account rejects the transfer for any reason. 

(c) If you request an Internal Transfer, once the Transfer is given a status of “Executed,” the 
Transfer will be effective (even if that occurs on a day that is not a Business Day) and the 
funds will be available in the account to which the Transfer is made, and will be deducted 
from the account from which the Transfer is made (provided that there are sufficient 
funds in the account from which the Transfer is made). 

(d) If you request a One-Time Transfer to an External Account or a Third-Party Account, the 
availability of the funds will be subject to the funds availability policies of the institution 
that holds your External Account or the Third-Party Account. In addition, such One-Time 
Transfers may be reversed if you have insufficient funds in the account from which you 
are making the Transfer. 

(vi) One-Time Transfers can be cancelled and/or modified if the cancellation/modification 
instructions are entered using the Transfers Service prior to the transaction reaching the 
“Executed” status. 

(vii) With respect to External Transfers, we may process your Transfer based solely on the bank 
identifying number, even if your Transfer indicates a different bank name, and any bank to 
which we send payment may process the Transfer based on the account or other identifying 
number you provide, even if the account or other identifying number does not match your 
name. 
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(viii) Recurring Transfers will be made upon the date(s) specified by you, subject to our 
approval as noted above. If a Recurring Transfer is an External Transfer and the scheduled 
date falls on a non-Business Day, the deposit or withdrawal will be made on the Business 
Day prior to the scheduled date; provided, however, that a Recurring Transfer may be 
reversed (a) if there are insufficient funds in your Payment Account (relating to withdrawals 
from your Payment Account) or (b) if the institution that holds your External Account or the 
applicable Third-Party Account rejects the Transfer for any reason, including, but not limited 
to, if there are insufficient funds in your External Account (relating to deposits into your 
Payment Account). If a Recurring Transfer is an Internal Transfer, the Transfer will be made 
on the date(s) selected by you, provided there are sufficient funds in the Payment Account 
from which you are making the Transfer. 

(ix) If you instruct us to limit the total value of a series of recurring payments to a specified 
amount (a “cap”) and the amount of the cap cannot be evenly divided by the amount of your 
recurring payment, then the cap effectively will limit the amount of the last payment in the 
series. In that case, you authorize us to reduce the final recurring payment to the amount that 
would cause the total of your recurring payments under that authorization to equal the cap 
(i.e., an amount equal to the remainder produced by dividing your cap by your recurring 
payment amount). (For example, if you instruct us to make a recurring payment of $100 per 
month and you apply a $250 cap, $250 cannot be divided evenly by $100. Therefore, your 
first transfer will equal $100; your second transfer will equal $100; and your third transfer will 
be reduced to equal the remainder of $50). 

(x) If you have arranged to have preauthorized electronic Transfers made to an account at least 
once every sixty (60) calendar days from the same person or company, you can call the 
Client Service Center at 1 (888) 454-3965 or if you are calling from outside the U.S. you may 
call 1 (801) 617-9150, or call your Financial Advisor to find out whether or not the deposit has 
been made. 

4. Enrolling External Accounts. You may enroll an External Account through the Transfers 
Service. You authorize us to verify that you own the External Account and verify other information about 
your External Account. After agreeing to these Online Transfers Terms and providing any additional 
information required by the enrollment methods below, you may enroll External Accounts in the Transfers 
Service. 

A. Enroll Using Instant Account Verification. You may use the instant account verification method 
to enroll your External Account. When you use the instant account verification process, you provide 
information that allows us to access your External Account online on your behalf and to verify information 
you have provided regarding your External Account with the external financial institution holding such 
account. To use this enrollment method, the financial institution where you have your account must 
participate in the service with us. You agree to provide true, accurate, current and complete information 
about your External Account and you agree to not misrepresent your identity. When you use this 
enrollment method, you grant us a limited power of attorney, applicable only for the purpose described in 
this section. The power of attorney appoints us as your attorney-in-fact and agent to access third party 
internet sites, servers or documents, retrieve information, and use your information to verify your External 
Account. For purposes of this enrollment method, the limitations of liability and indemnification provisions 
of this Agreement apply to us as the attorney-in-fact and also to our service provider. Information that you 
provide for the instant account verification method will be used for the purposes described in this section 
and all such use of this information is consistent, at all times, with our Privacy Policy. 

B. Enroll Using Trial Deposits. You may also use the trial deposit method to enroll your External 
Account. When you use the trial deposit method, you authorize us to verify each External Account 
through the use of one or more trial deposits, in which one or more low value payments will be credited to 
the External Account. Sometimes, a low value payment will be both credited to and debited from the 
External Account. The trial credit(s) will always occur before the trial debit(s) and the total amount of the 
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trial debit (s) will always be equal to the total amount of the trial credit(s). In either case, we will ask you to 
verify the amount of each deposit made into such External Account. 

5. Transfer Types and Limitations on Dollar Amounts of Transfers. You may use your 
Credentials to make External Transfers from your Payment Accounts, and to make Internal Transfers 
among your Payment Accounts. 

The total dollar amount of Transfers you may make out of your Payment Accounts using the Transfers 
Service on each day, during any 7-day period, or during any 30-day period shall not exceed the following 
amounts, based on the Household Tier of your Payment Accounts: 

Daily 7-Calendar Day Period 30-Calendar Day Period 
$250,000 $500,000 $1,000,000 

These limits are for the benefit of Morgan Stanley. We may permit exceptions to these limits in our 
discretion. 

For security reasons or to protect your accounts or Morgan Stanley, additional limits may be imposed 
from time to time. 

6. Preauthorized Payments. 

A. Right to Stop Payment and Procedure for Doing So. If you have told us in advance to make a 
payment out of your account (including Recurring Transfers), you can stop any of these payments by 
contacting us using the information in the section above entitled “Contact Information for Errors or 
Questions” in time for us to receive your request at least three (3) Business Days or more before the 
scheduled transfer date for the Transfer. If you call, we may also require you to put your request in writing 
and get it to us within fourteen (14) calendar days after you call. 

B. Notice of Varying Amounts. If regular (recurring) payments vary in amount, we will send you an 
email, ten (10) calendar days before each payment, telling you when it will be made and how much it will 
be. If you establish a recurring payment instruction that is capped at a specified amount and the amount 
of the cap cannot be evenly divided by the amount of your recurring payment, the last payment in the 
series will be reduced to equal the remainder produced by dividing your cap by your recurring payment 
amount. We will not provide you separate notice of the reduction of the final recurring payment in this 
circumstance. 

C. Liability for Failure to Stop Payment of Preauthorized Payment. If you order us to stop a 
payment three (3) Business Days or more before the scheduled transfer date for the payment, and we do 
not do so, we will be liable for your losses or damages to the extent provided under applicable law. 

7. Fees. We do not currently charge a fee for Transfers; however, you may be subject to other 
applicable fees by us with respect to your Payment Account, such including an insufficient funds charge. 
If you have any questions about such fees, please call our Client Service Center at 1 (888) 454-3965 or if 
you are calling from outside the U.S. call 1 (801) 617-9150. You also may be subject to fees imposed by 
other institutions in connection with External Transfers or Transfers involving Third Party Accounts. You 
acknowledge that we are not responsible for any fees or restrictions imposed by other institutions and that 
provision of the Transfers Service is subject to applicable limitations and approval. You further 
acknowledge that all affected accounts must be eligible for the Transfers Service and must meet eligibility 
requirements. 

8. Our Liability. If we do not complete a Transfer to or from your applicable account on time or in 
the correct amount according to our agreement with you, we will be liable for your losses or damages 
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solely to the extent required by Applicable Law. However, there are some exceptions. We will not be 
liable, for instance if: 

A. Circumstances beyond our control (such as pandemic, fire, or flood) prevent the Transfer, despite 
reasonable precautions that we have taken; 

B. The failure to complete a transaction on time or in the correct amount was caused by a third-party 
(including, but not limited to, (i) an error or failure in a third-party system through which the Transfer is 
processed or (ii) the institution holding the External Account or Third-Party Account does not properly 
complete a Transfer); 

C. The failure to complete a transaction on time or in the correct amount was caused by actions we 
have taken to address the security of our systems or our customers’ information; 

D. The system was not working properly and you knew about such system issues when you started 
the Transfer; 

E. The transaction or related funds are subject to legal or other regulatory encumbrance or other 
process preventing or restricting the Transfer; 

F.  We revoked or suspended your applicable account for inactivity or other reason in our discretion; 

G. You provided inaccurate or incomplete information regarding the Transfer; 

H. The Transfer appears suspicious, fraudulent or unauthorized, and we cannot confirm that it is a 
legitimate Transfer, or if the Transfer is (or appears to be) prohibited by law, the NACHA rules or any 
payment system rules; 

I. You, through no fault of ours, do not have enough funds in your account or the applicable 
External Account to make the Transfer; or 

J. The Transfer would exceed available margin (if any) in your account. 
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EXHIBIT A to the Morgan Stanley Online Services Agreement 
 
PART 1:  End User License Agreements 
PART 2:  Third Party Software Notices 
 
 
PART 1(A): MORGAN STANLEY ONLINE SOFTWARE APPLICATION END USER 
LICENSE AGREEMENT WITH RESPECT TO AN IOS-BASED DEVICE 

The Morgan Stanley Online Software Application (the “Licensed Application”) is licensed, not sold, to 
you. As used herein, “you” and “your” shall mean you, individually, and each other party on whose behalf 
you may use the Licensed Application at any time. If you use the Licensed Application on behalf of 
another individual or entity, you represent and warrant that you have the authority to enter this legally 
binding agreement on their behalf. Your license to the Licensed Application is subject to your acceptance 
of this License Agreement. This License Agreement is concluded between Morgan Stanley and you only 
and not with Apple. Pursuant to the App Store Terms and Conditions, this License Agreement, AND NOT 
APPLE’S LICENSED APPLICATION END USER LICENSE AGREEMENT, applies to the Licensed 
Application. Morgan Stanley (“Licensor”) is solely responsible for the Licensed Application and reserves 
all rights in and to the Licensed Application not expressly granted to you under this License Agreement. 

1. Scope of License. This license granted to you for the Licensed Application by Licensor is limited to a 
non-transferable license to use the Licensed Application: 

A. Solely to access and use the Morgan Stanley Online Service as authorized by Licensor and for 
no other purpose; and 

B. On any iOS-based device (including iPad, iPhone or iPod Touch) that you own or control and as 
permitted by the Usage Rules set forth in the App Store Terms of Services (the “Usage Rules”). 

This license does not allow you to use the Licensed Application on any iOS-based device that you do 
not own or control, and you may not distribute or make the Licensed Application available over a 
network where it could be used by multiple devices at the same time. You may not rent, lease, lend, 
sell, redistribute or sublicense the Licensed Application. You may not copy (except as expressly 
permitted by this License Agreement and the Usage Rules), decompile, reverse engineer, 
disassemble, attempt to derive the source code of, modify, or create derivative works of the Licensed 
Application, any updates, or any part thereof (except as and only to the extent any foregoing 
restriction is prohibited by applicable law or to the extent as may be permitted by the licensing terms 
governing use of any open source components included with the Licensed Application). Any attempt 
to do so is a violation of the rights of Licensor and its licensors. If you breach this restriction, you may 
be subject to prosecution and damages as well as a loss of the limited rights granted herein. 

The terms of this License Agreement will govern any updates and upgrades provided by Licensor that 
replace and/or supplement the original Licensed Application, unless any such update or upgrade is 
accompanied by a separate license in which case the terms of that license will govern. 

The Licensed Application contains open source software or other third party software that are 
provided subject to certain notices and additional terms and conditions that you agree to comply with, 
all of which are made part of this Agreement. 

2. Consent to Use of Data. Licensor may collect, use and share technical data and related information 
about your device, system and application software, and peripherals as provided in our Privacy 
Policy. 
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3. Termination. This License Agreement is effective until terminated by you or Licensor, with or without 
cause, upon notice; provided, however, your rights under this License Agreement will terminate 
automatically without notice from Licensor if you fail to comply with any term(s) of Section 1, Scope of 
License. Upon termination of this License Agreement, you shall cease all use of the Licensed 
Application, and destroy all copies, full or partial, of the Licensed Application. Sections 2, 3, 8, 11, 12, 
and 13 shall survive the termination of this License Agreement. 

4. Change to Terms and Conditions. Upon notice to you, Licensor may add, delete or otherwise 
modify any portion of this License Agreement in whole or in part at any time. Your continued use of 
the Licensed Application after receipt of such notice shall represent your acceptance of such terms. 

5. Services; Third Party Materials. The Licensed Application enables access to the Morgan Stanley 
Services and may enable access to third party services and web sites. Use of the Services may 
require Internet access and that you accept certain terms of use. In the event of any conflict between 
the Mobile Terms, the Agreement, or the other terms and conditions that govern your account and 
this License Agreement with respect to the Services, the Mobile Terms, the Agreement, or the other 
terms and conditions that govern your account, as applicable, will prevail solely with respect to the 
conflicting provisions and solely to the extent of the conflict. 

Certain Services may display, contain or make available content, data, information, applications or 
materials from third parties (“Third Party Materials”) or provide links to certain third party web sites. 
By using the Services, you acknowledge and agree that Licensor is not responsible for examining or 
evaluating the content, accuracy, completeness, timeliness, validity, copyright compliance, legality, 
decency, quality or any other aspect of such Third Party Materials or web sites. Licensor does not 
warrant or endorse and does not assume and will not have any liability or responsibility to you or any 
other person for any third-party Services, Third Party Materials or web sites, or for any other 
materials, products, or services of third parties. Third Party Materials and links to other web sites are 
provided solely as a convenience to you. Financial information displayed by any Services is for 
general informational purposes only and is not intended to be relied upon as investment advice. 
Location data provided by any Services is for basic navigational purposes only and is not intended to 
be relied upon in situations where precise location information is needed or where erroneous, 
inaccurate or incomplete location data may lead to death, personal injury, property or environmental 
damage. Use of real time route guidance is at your sole risk. Location data may not be accurate. 

Neither Licensor, nor any of its content providers, guarantees the availability, accuracy, 
completeness, reliability, or timeliness of stock information or location data displayed by any Services. 

The Services contain proprietary content, information and material that is protected by applicable 
intellectual property and other laws, including copyright. You will not use such proprietary content, 
information or materials in any way whatsoever except for permitted use of the Services. No portion 
of the Services may be reproduced in any form or by any means. You may not modify, rent, lease, 
loan, sell, distribute or create derivative works based on the Services, in any manner, and you shall 
not exploit the Services in any unauthorized way whatsoever, including by trespass or burdening 
network capacity. You may not use the Services in any manner to harass, abuse, stalk, threaten, 
defame or otherwise infringe, misappropriate or violate the rights of any other party, and Licensor is 
not responsible for any such use by you, or for any harassing, threatening, defamatory, offensive or 
illegal messages or transmissions that you may receive as a result of using any of the Services. 

In addition, third party Services, Third Party Materials and third party web sites that may be accessed 
from, displayed on or linked to or from the iPad, iPhone or iPod Touch are not available in all 
languages or in all countries. Licensor makes no representation that such Services, Third Party 
Materials or web sites are appropriate or available for use in any particular location. To the extent you 
choose to access such Services, Third Party Materials or web sites, you do so at your own initiative 
and you are responsible for compliance with any applicable laws, including applicable local laws. 
Licensor, and its licensors, reserve the right to change, suspend, remove, or disable access to any 
Services, Third Party Materials and third party web sites at any time without notice. In no event will 
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Licensor be liable for the removal of or disabling of access to any such Services, Third Party 
Materials or web sites. Licensor may also impose limits on the use of or access to certain Services, 
Third Party Materials or third party web sites in any case and without notice or liability. 

6. No Maintenance and Support. To the maximum extent permitted by applicable law, Licensor has no 
obligation to provide maintenance and support for the Licensed Application. 

7. NO WARRANTY. USE OF THE LICENSED APPLICATION IS AT YOUR SOLE RISK AND THAT 
THE ENTIRE RISK AS TO SATISFACTORY QUALITY, PERFORMANCE, ACCURACY AND 
EFFORT IS WITH YOU. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE 
LICENSED APPLICATION IS PROVIDED “AS IS” AND “AS AVAILABLE”, WITH ALL FAULTS AND 
WITHOUT WARRANTY OF ANY KIND, AND LICENSOR HEREBY DISCLAIMS ALL WARRANTIES 
AND CONDITIONS WITH RESPECT TO THE LICENSED APPLICATION, EITHER EXPRESS, 
IMPLIED OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES AND/OR CONDITIONS OF 
MERCHANTABILITY, OF SATISFACTORY QUALITY, OF FITNESS FOR A PARTICULAR 
PURPOSE, OF ACCURACY, OF QUIET ENJOYMENT, AND NON-INFRINGEMENT OF THIRD 
PARTY RIGHTS AND/OR ANY IMPLIED OR STATUTORY OBLIGATION TO INDEMNIFY YOU 
AGAINST ANY THIRD PARTY CLAIMS OF INFRINGEMENT, MISAPPROPRIATION OR 
VIOLATION OF INTELLECTUAL PROPERTY RIGHTS. LICENSOR DOES NOT WARRANT 
AGAINST INTERFERENCE WITH YOUR ENJOYMENT OF THE LICENSED APPLICATION, THAT 
THE FUNCTIONS CONTAINED IN, OR PERFORMED OR PROVIDED BY, THE LICENSED 
APPLICATION WILL MEET YOUR REQUIREMENTS, THAT THE OPERATION OF THE LICENSED 
APPLICATION WILL BE UNINTERRUPTED OR ERROR- FREE, OR THAT DEFECTS IN THE 
LICENSED APPLICATION WILL BE CORRECTED. NO ORAL OR WRITTEN INFORMATION OR 
ADVICE GIVEN BY LICENSOR OR ANY OF ITS AUTHORIZED REPRESENTATIVE SHALL 
CREATE A WARRANTY. SHOULD THE LICENSED APPLICATION PROVE DEFECTIVE, YOU 
ASSUME THE ENTIRE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION. 
SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES OR 
LIMITATIONS ON APPLICABLE STATUTORY RIGHTS OF A CONSUMER, SO THE ABOVE 
EXCLUSION AND LIMITATIONS MAY NOT APPLY TO YOU. 

8. LIMITATION OF LIABILITY. TO THE EXTENT NOT PROHIBITED BY APPLICABLE LAW, IN NO 
EVENT SHALL LICENSOR BE LIABLE FOR PERSONAL INJURY, OR ANY DIRECT, INCIDENTAL, 
SPECIAL, PUNITIVE, INDIRECT, OR CONSEQUENTIAL DAMAGES WHATSOEVER, INCLUDING 
DAMAGES FOR LOSS OF PROFITS, LOSS OF DATA, BUSINESS INTERRUPTION, OR ANY 
OTHER COMMERCIAL DAMAGES OR LOSSES, ARISING OUT OF OR RELATED TO YOUR USE 
OR INABILITY TO USE THE LICENSED APPLICATION, HOWEVER CAUSED, REGARDLESS OF 
THE THEORY OF LIABILITY (CONTRACT, TORT, OR OTHERWISE) AND EVEN IF LICENSOR 
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Without limiting the foregoing, in 
no event shall Licensor’s total liability to you for all damages (other than as may be required by 
Applicable Law in cases involving personal injury) exceed the amount of fifty dollars ($50.00). The 
foregoing limitations will apply even if the above stated remedy fails of its essential purpose. 

9. Export Restrictions. You may not use or otherwise export or re-export the Licensed Application 
except as authorized by U.S. law and the laws of the jurisdiction in which the Licensed Application 
was obtained. In particular, but without limitation, the Licensed Application may not be exported or re-
exported: 

A. Into any U.S. embargoed countries; or 

B. To anyone on the U.S. Treasury Department’s list of Specially Designated Nationals or the U.S. 
Department of Commerce Denied Persons List or Entity List. 

You represent and warrant that: 
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Y. You are not located in any country that is subject to a U.S. Government embargo, or that has 
been designated by the U.S. Government as a “terrorist supporting” country; and  

Z. You are not listed on any U.S. Government list of prohibited or restricted parties. 

You may not use the Licensed Application for any purposes prohibited by United States law, including 
the development, design, manufacture or production of nuclear, missiles, or chemical or biological 
weapons. 

10. U.S. Government End Users. The Licensed Application and related documentation are “Commercial 
Items”, as that term is defined at 48 C.F.R. § 2.101, consisting of “Commercial Computer Software” 
and “Commercial Computer Software Documentation”, as such terms are used in 48 C.F.R. § 12.212 
or 48 C.F.R. § 227.7202, as applicable. Consistent with 48 C.F.R. § 12.212 or 48 C.F.R. § 227.7202-
1 through § 227.7202-4, as applicable, the Commercial Computer Software and Commercial 
Computer Software Documentation are being licensed to U.S. Government end users: 

A. Only as Commercial Items; and 

B. With only those rights as are granted to all other end users pursuant to the terms and conditions 
herein. 

Unpublished-rights reserved under the copyright laws of the United States. 

11. Regarding Apple. For avoidance of doubt, this License Agreement is solely between Licensor and 
you. Apple and its subsidiaries are third party beneficiaries of this License Agreement only and not to 
the Mobile Terms. Apple has the right (and will be deemed to have accepted the right) to enforce this 
License Agreement against you as a third party beneficiary thereof. Apple has no obligation to furnish 
any maintenance or support for the Licensed Application. If the Licensed Application fails to conform 
to any applicable warranty, you may notify Apple, and Apple will refund to you the purchase price (if 
any) that you paid directly for the Licensed Application to Apple. To the maximum extent permitted by 
applicable law, Apple will have no other warranty obligation whatsoever with respect to the Licensed 
Application. Apple is not liable for and has no responsibility to address any claims by you or any third 
party relating to the Licensed Application, your possession and/or use thereof, or the content thereof, 
including: 

A. Product liability claims;  

B. Any claim that the Licensed Application fails to conform to any applicable legal or regulatory 
requirement; 

C. Claims arising under consumer protection or similar legislation; and 

D. Any claim that the Licensed Application infringes a third party’s intellectual property rights. 

12. Notice. Any notices or other communications required or permitted to be given or delivered under this 
License Agreement by Licensor to you shall be provided through the Services, by email, by facsimile 
(with confirmation of receipt) or in writing to the address provided by you, which you are solely 
responsible for updating as necessary. Any notices or other communications under this License 
Agreement or regarding the Licensed Application by you to Licensor shall be provided in writing to 
Morgan Stanley, 1585 Broadway, New York, New York 10036, Attention: General Counsel - 
Technology, or as otherwise specified in writing. Notices to you which are transmitted electronically 
(email or fax or phone) shall be effective upon transmission, provided that such notice is properly 
addressed; all other notices shall be effective upon receipt. 
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13. Miscellaneous. This License Agreement, including the Mobile Terms and certain terms of the 
Agreement, constitutes the entire agreement between Licensor and you with respect to the Licensed 
Application. Any cause of action with respect to the Licensed Application must be commenced within 
one year after the claim or cause of action arises. If for any reason a court of competent jurisdiction 
finds any provision of this License Agreement, or portion thereof, to be unenforceable, that provision 
shall be enforced to the maximum extent permissible so as to effect the intent of this License 
Agreement, and the remainder of this License Agreement shall continue in full force and effect. The 
words “including,” “include” and “includes” shall each be deemed to be followed by the term “without 
limitation.” The rights and remedies of the parties hereunder are cumulative and are in addition to, 
and not in lieu of, all rights and remedies available at law and in equity. 
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PART 1(B): MORGAN STANLEY ONLINE SOFTWARE APPLICATION END USER 
LICENSE AGREEMENT WITH RESPECT TO AN ANDROID-POWERED DEVICE  

The Morgan Stanley Online Software Application (the “Licensed Application”) is licensed, not sold, to 
you. As used herein, “you” and “your” shall mean you, individually, and each other party on whose behalf 
you may use the Licensed Application at any time. If you use the Licensed Application on behalf of 
another individual or entity, you represent and warrant that you have the authority to enter this legally 
binding agreement on their behalf. Your license to the Licensed Application is subject to your acceptance 
of this License Agreement. This License Agreement is concluded between Morgan Stanley and you only. 
This License Agreement, AND NOT THE GOOGLE PLAY TERMS OF SERVICE OR THE GOOGLE 
TERMS OF SERVICE, applies to the Licensed Application. Morgan Stanley (“Licensor”) is solely 
responsible for the Licensed Application and reserves all rights in and to the Licensed Application not 
expressly granted to you under this License Agreement. 

1. Scope of License. This license granted to you for the Licensed Application by Licensor is limited to a 
non-transferable license to use the Licensed Application: 

A. Solely to access and use the Morgan Stanley Online Service as authorized by Licensor and for 
no other purpose; and 

B. Use the Licensed Application on any Android-powered mobile device  that you own or control. 

This license does not allow you to use the Licensed Application on any iOS-based device that you do 
not own or control, and you may not distribute or make the Licensed Application available over a 
network where it could be used by multiple devices at the same time. You may not rent, lease, lend, 
sell, redistribute or sublicense the Licensed Application. You may not copy (except as expressly 
permitted by this License Agreement and the Usage Rules), decompile, reverse engineer, 
disassemble, attempt to derive the source code of, modify, or create derivative works of the Licensed 
Application, any updates, or any part thereof (except as and only to the extent any foregoing 
restriction is prohibited by applicable law or to the extent as may be permitted by the licensing terms 
governing use of any open source components included with the Licensed Application). Any attempt 
to do so is a violation of the rights of Licensor and its licensors. If you breach this restriction, you may 
be subject to prosecution and damages as well as a loss of the limited rights granted herein. 

The terms of this License Agreement will govern any updates and upgrades provided by Licensor that 
replace and/or supplement the original Licensed Application, unless any such update or upgrade is 
accompanied by a separate license in which case the terms of that license will govern. 

The Licensed Application contains open source software or other third party software that are 
provided subject to certain notices and additional terms and conditions that you agree to comply with, 
all of which are made part of this Agreement. 

2. Consent to Use of Data. Licensor may collect, use and share technical data and related information 
about your device, system and application software, and peripherals as provided in our Privacy 
Policy. 

3. Termination. This License Agreement is effective until terminated by you or Licensor, with or without 
cause, upon notice; provided, however, your rights under this License Agreement will terminate 
automatically without notice from Licensor if you fail to comply with any term(s) of Section 1, Scope of 
License. Upon termination of this License Agreement, you shall cease all use of the Licensed 
Application, and destroy all copies, full or partial, of the Licensed Application. Sections 2, 3, 8, 11, 12, 
and 13 shall survive the termination of this License Agreement. 
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4. Change to Terms and Conditions. Upon notice to you, Licensor may add, delete or otherwise 
modify any portion of this License Agreement in whole or in part at any time. Your continued use of 
the Licensed Application after receipt of such notice shall represent your acceptance of such terms. 

5. Services; Third Party Materials. The Licensed Application enables access to the Morgan Stanley 
Services and may enable access to third party services and web sites. Use of the Services may 
require Internet access and that you accept certain terms of use. In the event of any conflict between 
the Mobile Terms, the Agreement, or the other terms and conditions that govern your account and 
this License Agreement with respect to the Services, the Mobile Terms, the Agreement or the other 
terms and conditions that govern your account, as applicable, will prevail solely with respect to the 
conflicting provisions and solely to the extent of the conflict. 

Certain Services may display, contain or make available Third Party Materials or provide links to 
certain third party web sites. By using the Services, you acknowledge and agree that Licensor is not 
responsible for examining or evaluating the content, accuracy, completeness, timeliness, validity, 
copyright compliance, legality, decency, quality or any other aspect of such Third Party Materials or 
web sites. Licensor does not warrant or endorse and does not assume and will not have any liability 
or responsibility to you or any other person for any third-party Services, Third Party Materials or web 
sites, or for any other materials, products, or services of third parties. Third Party Materials and links 
to other web sites are provided solely as a convenience to you. Financial information displayed by 
any Services is for general informational purposes only and is not intended to be relied upon as 
investment advice. Location data provided by any Services is for basic navigational purposes only 
and is not intended to be relied upon in situations where precise location information is needed or 
where erroneous, inaccurate or incomplete location data may lead to death, personal injury, property 
or environmental damage. Use of real time route guidance is at your sole risk. Location data may not 
be accurate. 

Neither Licensor, nor any of its content providers, guarantees the availability, accuracy, 
completeness, reliability, or timeliness of stock information or location data displayed by any Services. 

The Services contain proprietary content, information and material that is protected by applicable 
intellectual property and other laws, including copyright. You will not use such proprietary content, 
information or materials in any way whatsoever except for permitted use of the Services. No portion 
of the Services may be reproduced in any form or by any means. You may not modify, rent, lease, 
loan, sell, distribute or create derivative works based on the Services, in any manner, and you shall 
not exploit the Services in any unauthorized way whatsoever, including by trespass or burdening 
network capacity. You may not use the Services in any manner to harass, abuse, stalk, threaten, 
defame or otherwise infringe , misappropriate or violate the rights of any other party, and Licensor is 
not responsible for any such use by you, or for any harassing, threatening, defamatory, offensive or 
illegal messages or transmissions that you may receive as a result of using any of the Services. 

In addition, third party Services, Third Party Materials and third party web sites that may be accessed 
from, displayed on or linked to or from any Android-powered mobile device are not available in all 
languages or in all countries. Licensor makes no representation that such Services, Third Party 
Materials, or web sites are appropriate or available for use in any particular location. To the extent 
you choose to access such Services, Third Party Materials, or web sites, you do so at your own 
initiative and you are responsible for compliance with any applicable laws, including, but not limited 
to, applicable local laws. Licensor, and its licensors, reserve the right to change, suspend, remove, or 
disable access to any Services, Third Party Materials and third party web sites at any time without 
notice. In no event will Licensor be liable for the removal of or disabling of access to any such 
Services, Third Party Materials, or web sites. Licensor may also impose limits on the use of or access 
to certain Services, Third Party Materials or third party web sites in any case and without notice or 
liability. 

6. No Maintenance and Support. To the maximum extent permitted by applicable law, Licensor has no 
obligation to provide maintenance and support for the Licensed Application. 
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7. NO WARRANTY. USE OF THE LICENSED APPLICATION IS AT YOUR SOLE RISK AND THAT 
THE ENTIRE RISK AS TO SATISFACTORY QUALITY, PERFORMANCE, ACCURACY AND 
EFFORT IS WITH YOU. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE 
LICENSED APPLICATION IS PROVIDED “AS IS” AND “AS AVAILABLE”, WITH ALL FAULTS AND 
WITHOUT WARRANTY OF ANY KIND, AND LICENSOR HEREBY DISCLAIMS ALL WARRANTIES 
AND CONDITIONS WITH RESPECT TO THE LICENSED APPLICATION, EITHER EXPRESS, 
IMPLIED OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES AND/OR CONDITIONS OF 
MERCHANTABILITY, OF SATISFACTORY QUALITY, OF FITNESS FOR A PARTICULAR 
PURPOSE, OF ACCURACY, OF QUIET ENJOYMENT, AND NON-INFRINGEMENT OF THIRD 
PARTY RIGHTS AND/OR ANY IMPLIED OR STATUTORY OBLIGATION TO INDEMNIFY YOU 
AGAINST ANY THIRD PARTY CLAIMS OF INFRINGEMENT, MISAPPROPRIATION OR 
VIOLATION OF INTELLECTUAL PROPERTY RIGHTS. 

LICENSOR DOES NOT WARRANT AGAINST INTERFERENCE WITH YOUR ENJOYMENT OF 
THE LICENSED APPLICATION, THAT THE FUNCTIONS CONTAINED IN, OR PERFORMED OR 
PROVIDED BY, THE LICENSED APPLICATION WILL MEET YOUR REQUIREMENTS, THAT THE 
OPERATION OF THE LICENSED APPLICATION WILL BE UNINTERRUPTED OR ERROR-FREE, 
OR THAT DEFECTS IN THE LICENSED APPLICATION WILL BE CORRECTED. NO ORAL OR 
WRITTEN INFORMATION OR ADVICE GIVEN BY LICENSOR OR ANY OF ITS AUTHORIZED 
REPRESENTATIVE SHALL CREATE A WARRANTY. SHOULD THE LICENSED APPLICATION 
PROVE DEFECTIVE, YOU ASSUME THE ENTIRE COST OF ALL NECESSARY SERVICING, 
REPAIR OR CORRECTION. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF 
IMPLIED WARRANTIES OR LIMITATIONS ON APPLICABLE STATUTORY RIGHTS OF A 
CONSUMER, SO THE ABOVE EXCLUSION AND LIMITATIONS MAY NOT APPLY TO YOU. 

8. LIMITATION OF LIABILITY. TO THE EXTENT NOT PROHIBITED BY APPLICABLE LAW, IN NO 
EVENT SHALL LICENSOR BE LIABLE FOR PERSONAL INJURY, OR ANY DIRECT, INCIDENTAL, 
SPECIAL, PUNITIVE, INDIRECT, OR CONSEQUENTIAL DAMAGES WHATSOEVER, INCLUDING 
DAMAGES FOR LOSS OF PROFITS, LOSS OF DATA, BUSINESS INTERRUPTION, OR ANY 
OTHER COMMERCIAL DAMAGES OR LOSSES, ARISING OUT OF OR RELATED TO YOUR USE 
OR INABILITY TO USE THE LICENSED APPLICATION, HOWEVER CAUSED, REGARDLESS OF 
THE THEORY OF LIABILITY (CONTRACT, TORT OR OTHERWISE) AND EVEN IF LICENSOR 
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Without limiting the foregoing, in 
no event shall Licensor’s total liability to you for all damages (other than as may be required by 
applicable law in cases involving personal injury) exceed the amount of fifty dollars ($50.00). The 
foregoing limitations will apply even if the above stated remedy fails of its essential purpose. 

9. Export Restrictions. You may not use or otherwise export or re-export the Licensed Application 
except as authorized by U.S. law and the laws of the jurisdiction in which the Licensed Application 
was obtained. In particular, but without limitation, the Licensed Application may not be exported or re-
exported: 

A. Into any U.S. embargoed countries; or 

B. To anyone on the U.S. Treasury Department’s list of Specially Designated Nationals or the U.S. 
Department of Commerce Denied Persons List or Entity List. 

You represent and warrant that: 

Y. You are not located in any country that is subject to a U.S. Government embargo, or that has 
been designated by the U.S. Government as a “terrorist supporting” country; and  

Z. You are not listed on any U.S. Government list of prohibited or restricted parties. 
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You may not use the Licensed Application for any purposes prohibited by United States law, including 
the development, design, manufacture or production of nuclear, missiles, or chemical or biological 
weapons. 

10. U.S. Government End Users. The Licensed Application and related documentation are “Commercial 
Items”, as that term is defined at 48 C.F.R. § 2.101, consisting of “Commercial Computer Software” 
and “Commercial Computer Software Documentation”, as such terms are used in 48 C.F.R. § 12.212 
or 48 C.F.R. § 227.7202, as applicable. Consistent with 48 C.F.R. § 12.212 or 48 C.F.R. § 227.7202-
1 through § 227.7202-4, as applicable, the Commercial Computer Software and Commercial 
Computer Software Documentation are being licensed to U.S. Government end users: 

A. Only as Commercial Items; and 

B. With only those rights as are granted to all other end users pursuant to the terms and conditions 
herein. 

Unpublished-rights reserved under the copyright laws of the United States. 

11. Regarding Google. For avoidance of doubt, this License Agreement is solely between Licensor and 
you.  Your use of Google Play is governed by a separate agreement between you and Google. 

12. Notice. Any notices or other communications required or permitted to be given or delivered under this 
License Agreement by Licensor to you shall be provided through the Services, by email, by facsimile 
(with confirmation of receipt) or in writing to the address provided by you, which you are solely 
responsible for updating as necessary. Any notices or other communications under this License 
Agreement or regarding the Licensed Application by you to Licensor shall be provided in writing to 
Morgan Stanley, 1585 Broadway, New York, New York 10036, Attention: General Counsel - 
Technology, or as otherwise specified in writing. Notices to you which are transmitted electronically 
(email or fax or phone) shall be effective upon transmission, provided that such notice is properly 
addressed; all other notices shall be effective upon receipt. 

13. Miscellaneous. This License Agreement, including the Mobile Terms and certain terms of the 
Agreement, constitutes the entire agreement between Licensor and you with respect to the Licensed 
Application. Any cause of action with respect to the Licensed Application must be commenced within 
one year after the claim or cause of action arises. If for any reason a court of competent jurisdiction 
finds any provision of this License Agreement, or portion thereof, to be unenforceable, that provision 
shall be enforced to the maximum extent permissible so as to effect the intent of this License 
Agreement, and the remainder of this License Agreement shall continue in full force and effect. The 
words “including,” “include” and “includes” shall each be deemed to be followed by the term “without 
limitation.” The rights and remedies of the parties hereunder are cumulative and are in addition to, 
and not in lieu of, all rights and remedies available at law and in equity. 
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PART 2. THIRD PARTY SOFTWARE NOTICES 

The following notices pertain to the Morgan Stanley Wealth Management Mobile Application and License 
Agreement. 

The Application contains one or more software libraries or components, or portions thereof, developed by 
third parties and licensed under a corresponding open source software license or other license terms. 

Open Source Software files are protected by copyright. Your right to use any Open Source Software is 
governed by the relevant Open Source Software license. In the event of any conflict between the End 
User License Agreement and any applicable Open Source Software license, the Open Source Software 
license shall prevail with respect to such Open Source Software portion of the Application. 

1. Angular JS https://code.angularjs.org/1.2.2/docs/api  
Copyright (c) 2010-2015 Google, Inc. 
Licensed pursuant to the MIT License (see copy at end of software list) 

Related Angular components: 

A. angular-animate https://github.com/angular/bower-angular-animate 
Copyright (c) 2010-2015 Google, Inc. 
Licensed pursuant to the MIT License (see copy at end of software list) 

B. angular-cookies https://github.com/angular/bower-angular-cookies 
Copyright (c) 2010-2015 Google, Inc. 
Licensed pursuant to the MIT License (see copy at end of software list) 

C. angular-resource https://github.com/angular/bower-angular-resource 
Copyright (c) 2010-2015 Google, Inc. 
Licensed pursuant to the MIT License (see copy at end of software list) 

D. angular-route https://github.com/angular/bower-angular-route 
Copyright (c) 2010-2015 Google, Inc. 
Licensed pursuant to the MIT License (see copy at end of software list) 

E. angular-sanitize https://github.com/angular/bower-angular-sanitize  
Copyright (c) 2010-2015 Google, Inc. 
Licensed pursuant to the MIT License (see copy at end of software list) 

F. angular-bindonce https://github.com/Pasvaz/bindonce 
BindOnce was written by Pasquale Vazzana, you can follow him on google+ or on @twitter 
Thanks to all the contributors 
Copyright (c) 2013-2014 Pasquale Vazzana 
Licensed pursuant to the MIT License (see copy at end of software list) 

G. angular-cache http://jmdobry.github.io/angular-cache/  
Copyright (C) 2013-2015 Jason Dobry 
Licensed pursuant to the MIT License (see copy at end of software list) 

H. angular-ui-router https://github.com/angular-ui/ui-router  
Copyright (c) 2013-2015 The AngularUI Team, Karsten Sperling 
Licensed pursuant to the MIT License (see copy at end of software list) 

2. Apache Cordova https://cordova.apache.org/ 
Copyright © 2012, 2013 The Apache Software Foundation 

https://code.angularjs.org/1.2.2/docs/api
https://github.com/angular/bower-angular-animate
https://github.com/angular/bower-angular-cookies
https://github.com/angular/bower-angular-resource
https://github.com/angular/bower-angular-sanitize
http://jmdobry.github.io/angular-cache/
https://github.com/angular-ui/ui-router
https://cordova.apache.org/
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Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

3. Fastclick https://github.com/ftlabs/fastclick  
Copyright (c) 2014 The Financial Times Ltd. 
Licensed pursuant to the MIT License (see copy at end of software list) 
 

4. Moment JS http://momentjs.com/ 
Copyright (c) 2011-2015 Tim Wood, Iskren Chernev, Moment.js contributors 
Licensed pursuant to the MIT License (see copy at end of software list) 

Related Moment Package: 

A. moment-timezone http://momentjs.com/timezone/  
Copyright (c) 2014 Tim Wood 
Licensed pursuant to the MIT License (see copy at end of software list) 

5. ng-string https://github.com/goodeggs/ng-string 
Licensed pursuant to the MIT License (see copy at end of software list) 

6. Class-js https://github.com/gregjacobs/Class.js 
Copyright (c) 2014 Gregory Jacobs (http://greg-jacobs.com) 
Licensed pursuant to the MIT License (see copy at end of software list) 

7. Velocity https://github.com/julianshapiro/velocity 
Copyright (c) 2014 Julian Shapiro 
Licensed pursuant to the MIT License (see copy at end of software list) 

8. loDash https://github.com/lodash/lodash 
Copyright 2012-2015 The Dojo Foundation <http://dojofoundation.org/> 
Based on Underscore.js, copyright 2009-2015 Jeremy Ashkenas, DocumentCloud and Investigative 
Reporters & Editors <http://underscorejs.org/> 
Licensed pursuant to the MIT License (see copy at end of software list) 

9. Q https://github.com/kriskowal/q 
Copyright 2009–2014 Kristopher Michael Kowal. All rights reserved. 
Licensed pursuant to the MIT License (see copy at end of software list) 

10. Highcharts JS http://www.highcharts.com/ 
This Software is owned by and licensed through Highsoft 
(c) 2009-2014 Torstein Honsi 

11. Chart JS http://www.chartjs.org/ Forked version  
Copyright (c) 2013-2015 Nick Downie 
Licensed pursuant to the MIT License (see copy at end of software list) 

12. ng-infinite-scroll http://binarymuse.github.io/ngInfiniteScroll/ Forked version 
Copyright (c) 2012 Brandon Tilley 
Licensed pursuant to the MIT License (see copy at end of software list) 

13. Angular-pull-to-refresh https://github.com/mgcrea/angular-pull-to-refresh Forked version 
Copyright (c) 2013 Olivier Louvignes http://olouv.com 
Licensed pursuant to the MIT License (see copy at end of software list) 

http://www.apache.org/licenses/LICENSE-2.0
https://github.com/ftlabs/fastclick
http://momentjs.com/
http://momentjs.com/timezone/
https://github.com/goodeggs/ng-string
https://github.com/gregjacobs/Class.js
http://greg-jacobs.com/
https://github.com/julianshapiro/velocity
https://github.com/lodash/lodash
http://dojofoundation.org/
http://underscorejs.org/
https://github.com/kriskowal/q
http://www.highcharts.com/
http://www.chartjs.org/
http://binarymuse.github.io/ngInfiniteScroll/
https://github.com/mgcrea/angular-pull-to-refresh
http://olouv.com/
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Software libraries or components, or portions thereof, specific to IOS version of the Application: 

14. MiSnap http://www.miteksystems.com/solutions/technology/misnap Copyright (c) 2014 Mitek 

15. Google Maps 
https://developers.google.com/maps/documentation/ios/start#getting_the_google_maps_   
sdk_for_ios 

16. Google Places/Geocode API https://developers.google.com/places/ 

17. Cordova-Plugin-Device https://github.com/apache/cordova-plugin-device  
Apache Cordova, Copyright 2012 The Apache Software Foundation 

This product includes software developed at The Apache Software Foundation  
(http://www.apache.org/). 
Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

18. GTM (compression library) https://code.google.com/p/google-toolbox-for-mac/  
Copyright 2007-2008 Google Inc. 

Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

19. PLCrashReporter (Crash Reporting) https://www.plcrashreporter.org/ 
Copyright © 2008-2015 

Licensed pursuant to the MIT License (see copy at end of software list) 

20. UIImage and UIImage+Alpha.m http://vocaro.com/trevor/blog/2009/10/12/resize-a-uiimage-the-right-
way/ 
Created by Trevor Harmon on 9/20/09. 
Free for personal or commercial use, with or without modification. No warranty is expressed or 
implied 

21. PDKeychainBindings https://github.com/carlbrown/PDKeychainBindingsController 
Copyright (C) 2010-2011 by Carl Brown of PDAgent, LLC. 
Licensed pursuant to the MIT License (see copy at end of software list) 

22. JSONModel https://github.com/icanzilb/JSONModel  
Copyright (c) 2012-2014 Marin Todorov, Underplot ltd. 
Licensed pursuant to the MIT License (see copy at end of software list) 

23. SSZipArchive https://github.com/ZipArchive/ZipArchive  
Copyright (c) 2010-2015, Sam Soffes, http://soff.es 
Licensed pursuant to the MIT License (see copy at end of software list) 

Software libraries or components, or portions thereof specific to Android version of the 
Application: 

24. MuPDF (Pdf reader) http://www.mupdf.com/ 
Portions Copyright © 1998/2013 Artifex Software Inc. 
This software is based in part on the work of the Independent JPEG Group. 
All Rights Reserved. Artifex, the Artifex logo, and MuPDF are registered trademarks of Artifex 

Software, Inc. 

25. Google Maps https://developers.google.com/maps/documentation/android/ 

26. Crosswalk https://crosswalk-project.org/ https://github.com/crosswalk-project/crosswalk  
Copyright (c) 2013 Intel Corporation. All rights reserved. 

http://www.miteksystems.com/solutions/technology/misnap
https://developers.google.com/maps/documentation/ios/start#getting_the_google_maps_sdk_for_ios
https://developers.google.com/maps/documentation/ios/start#getting_the_google_maps_sdk_for_ios
https://developers.google.com/maps/documentation/ios/start#getting_the_google_maps_sdk_for_ios
https://developers.google.com/places/
https://github.com/apache/cordova-plugin-device
http://www.apache.org/
http://www.apache.org/licenses/LICENSE-2.0
https://code.google.com/p/google-toolbox-for-mac/
http://www.apache.org/licenses/LICENSE-2.0
https://www.plcrashreporter.org/
http://vocaro.com/trevor/blog/2009/10/12/resize-a-uiimage-the-right-way/
http://vocaro.com/trevor/blog/2009/10/12/resize-a-uiimage-the-right-way/
https://github.com/carlbrown/PDKeychainBindingsController
https://github.com/icanzilb/JSONModel
https://github.com/ZipArchive/ZipArchive
http://soff.es/
http://www.mupdf.com/
https://developers.google.com/maps/documentation/android/
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Redistribution and use in source and binary forms, with or without modification, are permitted 
provided that the following conditions are met: 

* Redistributions of source code must retain the above copyright notice, this list of conditions and 
the following disclaimer. 

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions 
and the following disclaimer in the documentation and/or other materials provided with the 
distribution. 

* Neither the name of Intel Corporation nor the names of its contributors may be used to endorse or 
promote products derived from this software without specific prior written permission. 

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND 
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE 
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE 
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR 
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF 
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 

27. Android support http://developer.android.com/tools/support-library/index.html 
Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

28. Commons Codec https://commons.apache.org/proper/commons-codec/download_codec.cgi 
Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 
Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an “AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied. See the License for the specific language governing permissions and limitations 
under the License. 
Copyright 2002-2013 The Apache Software Foundation This product includes software developed at 
The Apache Software Foundation (http://www.apache.org/). 
src/test/org/apache/commons/codec/language/DoubleMetaphoneTest.java 
Contains test data from http://aspell.net/test/orig/batch0.tab. Copyright (C) 2002 Kevin Atkinson 
(kevina@gnu.org) 

29. Commons Collections https://commons.apache.org/proper/commons-
collections/download_collections.cgi 
Copyright 2001-2013 The Apache Software Foundation 
This product includes software developed at The Apache Software Foundation 
(http://www.apache.org/). 
Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 
Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an “AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied. See the License for the specific language governing permissions and limitations 
under the License. 

30. Commons Lang https://commons.apache.org/proper/commons-lang/download_lang.cgi 
Copyright 2001-2014 The Apache Software Foundation 
This product includes software developed at The Apache Software Foundation 
(http://www.apache.org/). 
This product includes software from the Spring Framework, under the Apache License 2.0 (see: 
StringUtils.containsWhitespace()) 
Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

http://developer.android.com/tools/support-library/index.html
http://www.apache.org/licenses/LICENSE-2.0
https://commons.apache.org/proper/commons-codec/download_codec.cgi
http://www.apache.org/licenses/LICENSE-2.0
http://www.apache.org/)
http://aspell.net/test/orig/batch0.tab
https://commons.apache.org/proper/commons-collections/download_collections.cgi
https://commons.apache.org/proper/commons-collections/download_collections.cgi
http://www.apache.org/
http://www.apache.org/licenses/LICENSE-2.0
https://commons.apache.org/proper/commons-lang/download_lang.cgi
http://www.apache.org/)
http://www.apache.org/)
http://www.apache.org/licenses/LICENSE-2.0
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Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an “AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied. See the License for the specific language governing permissions and limitations 
under the License. 

31. Jackson Core http://wiki.fasterxml.com/JacksonLicensing  
Copyright © 2009-2011 FasterXML, Ltd. 
Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

32. Jackson Annotations http://wiki.fasterxml.com/JacksonLicensing  
Copyright © 2009-2011 FasterXML, Ltd. 
Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

33. Jackson databind http://wiki.fasterxml.com/JacksonLicensing  
Copyright © 2009-2011 FasterXML, Ltd 
Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

34. sc-light-jdk15on http://mvnrepository.com/artifact/com.madgag/sc-light-jdk15on  
Copyright (c) 2000-2012 The Legion Of The Bouncy Castle (http://www.spongycastle.org) 

Licensed pursuant to the Apache License, Version 2.0 (see copy at end of software list) 

MIT LICENSE 

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and 
associated documentation files (the “Software”), to deal in the Software without restriction, including 
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies 
of the Software, and to permit persons to whom the Software is furnished to do so, subject to the 
following conditions: 

The above copyright notice [as listed for the relevant software program] and this permission notice shall 
be included in all copies or substantial portions of the Software. 

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR 
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS 
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS 
OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, 
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN 
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE. 
……………………………………………………………………………………………………….. 

APACHE LICENSE (APACHE) 
(Version 2, January 2004) http://www.apache.org/licenses/ 

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION 

1. Definitions. 
“License” shall mean the terms and conditions for use, reproduction, and distribution as defined by 
Sections 1 through 9 of this document. 

“Licensor” shall mean the copyright owner or entity authorized by the copyright owner that is granting the 
License. 

“Legal Entity” shall mean the union of the acting entity and all other entities that control, are controlled by, 
or are under common control with that entity. For the purposes of this definition, “control” means (i) the 
power, direct or indirect, to cause the direction or management of such entity, whether by contract or 

http://wiki.fasterxml.com/JacksonLicensing
http://www.apache.org/licenses/LICENSE-2.0
http://wiki.fasterxml.com/JacksonLicensing
http://www.apache.org/licenses/LICENSE-2.0
http://wiki.fasterxml.com/JacksonLicensing
http://www.apache.org/licenses/LICENSE-2.0
http://mvnrepository.com/artifact/com.madgag/sc-light-jdk15on
http://www.apache.org/licenses/LICENSE-2.0
http://www.apache.org/licenses/
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otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial 
ownership of such entity. 

“You” (or “Your”) shall mean an individual or Legal Entity exercising permissions granted by this License. 

“Source” form shall mean the preferred form for making modifications, including but not limited to software 
source code, documentation source, and configuration files. 

“Object” form shall mean any form resulting from mechanical transformation or translation of a Source 
form, including but not limited to compiled object code, generated documentation, and conversions to 
other media types. 

“Work” shall mean the work of authorship, whether in Source or Object form, made available under the 
License, as indicated by a copyright notice that is included in or attached to the work (an example is 
provided in the Appendix below). 

“Derivative Works” shall mean any work, whether in Source or Object form, that is based on (or derived 
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications 
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works 
shall not include works that remain separable from, or   merely link (or bind by name) to the interfaces of, 
the Work and Derivative Works thereof. 

“Contribution” shall mean any work of authorship, including the original version of the Work and any 
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to 
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to 
submit on behalf of the copyright owner. For the purposes of this definition, “submitted” means any form 
of electronic, verbal, or written communication sent to the Licensor or its representatives, including but not 
limited to communication on electronic mailing lists, source code control systems, and issue tracking 
systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and improving 
the Work, but excluding communication that is conspicuously marked or otherwise designated in writing 
by the copyright owner as “Not a Contribution.” 

“Contributor” shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has 
been received by Licensor and subsequently incorporated within the Work. 

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor 
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty- free, irrevocable 
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, 
and distribute the Work and such Derivative Works in Source or Object form. 

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor 
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty- free, irrevocable (except 
as stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise 
transfer the Work, where such license applies only to those patent claims licensable by such Contributor 
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s) with 
the Work to which such Contribution(s) was submitted. If You institute patent litigation against any entity 
(including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated 
within the Work constitutes direct or contributory patent infringement, then any patent licenses granted to 
You under this License for that Work shall terminate as of the date such litigation is filed. 

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in 
any medium, with or without modifications, and in Source or Object form, provided that You meet the 
following conditions: 

a. You must give any other recipients of the Work or Derivative Works a copy of this License; and 
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b. You must cause any modified files to carry prominent notices stating that You changed the files; 
and 

c. You must retain, in the Source form of any Derivative Works that You distribute, all copyright, 
patent, trademark, and attribution notices from the Source form of the Work, excluding those notices that 
do not pertain to any part of the Derivative Works; and 

d. If the Work includes a “NOTICE” text file as part of its distribution, then any Derivative Works that 
You distribute must include a readable copy of the attribution notices contained within such NOTICE file, 
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the 
following places: within a NOTICE text file distributed as part of the Derivative Works; within the Source 
form or documentation, if provided along with the Derivative Works; or, within a display generated by the  
Derivative Works, if and wherever such third-party notices normally appear. The contents of the NOTICE 
file are for informational purposes only and do not modify the License. You may add Your own attribution 
notices within Derivative Works that You distribute, alongside or as an addendum to the NOTICE text 
from the Work, provided that such additional attribution notices cannot be construed as modifying the 
License. 

You may add Your own copyright statement to Your modifications and may provide additional or different 
license terms and conditions for use, reproduction, or distribution of Your modifications, or for any such 
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise 
complies with the conditions stated in this License. 

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally 
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of this 
License, without any additional terms or conditions. Notwithstanding the above, nothing herein shall 
supersede or modify the terms of any separate license agreement you may have executed with Licensor 
regarding such Contributions. 

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service 
marks, or product names of the Licensor, except as required for reasonable and customary use in 
describing the origin of the Work and reproducing the content of the NOTICE file. 

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor 
provides the Work (and each Contributor provides its Contributions) on an “AS IS” BASIS, WITHOUT 
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without limitation, 
any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A 
PARTICULAR PURPOSE. You are solely responsible for determining the appropriateness of using or 
redistributing the Work and assume any risks associated with Your exercise of permissions under this 
License. 

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), 
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) 
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect, 
special, incidental, or consequential damages of any character arising as a result of this License or out of 
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work 
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if 
such Contributor has been advised of the possibility of such damages. 

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works 
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or 
other liability obligations and/or rights consistent with this License. However, in accepting such 
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any 
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for any 
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liability incurred by, or claims asserted against, such Contributor by reason of your accepting any such 
warranty or additional liability. 

END OF APACHE TERMS AND CONDITIONS 

APPENDIX: How to apply the Apache License to your work 

To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed 
by brackets “[]” replaced with your own identifying information. (Don’t include the brackets!) The text 
should be enclosed in the appropriate comment syntax for the file format. 

We also recommend that a file or class name and description of purpose be included on the same 
“printed page” as the copyright notice for easier identification within third-party archives. 

Copyright [yyyy] [name of copyright owner] 

Licensed under the Apache License, Version 2.0 (the “License”); you may not use this file except in 
compliance with the License. You may obtain a copy of the License at 

http://www.apache.org/licenses/LICENSE-2.0 

Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an “AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied. See the License for the specific language governing permissions and limitations under 
the License. 

 

http://www.apache.org/licenses/LICENSE-2.0
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